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Open Source Intelligence

1.1 WhatIs OSINT?

Open-source intelligence (OSINT) is the production of intelligence through the
collection and enrichment of publicly available information. When we talk about
publicly available information, this means any data that is available for public
access without the use of a secret clearance or intrusion into a system; however,
it may also include data behind a paywall such as a newspaper subscription.
This data may be gathered from the Internet, social media, mainstream media,
publications and subscriptions, audio, imagery, videos, and geospatial/satellite
information to name a few.

It is important to note that OSINT is a purely passive method of intelligence
collection, meaning that we view information such as a person s credentials in
a database, but we do not use those credentials to access anything or to log in.
Using credentials or actively scanning/intruding into a system is active reconnais-
sance, which should be left to ethical hackers, penetration testers who have the
legal authorization to do so, or law enforcement who have prior authorization
and approved operational plans. Ultimately, we strive to collect information
while making as little noise as possible to prevent detection.

OSINT may sound like a career path for only those with a military or intel-
ligence background, but the eld consists of a wide variety of experience and
education levels. Many well-established analysts originate from different elds;
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I held a 15-year career as a graphic design manager within a marketing team
before pivoting toward investigations, developing blogs, and attending confer-
ences related to OSINT. One of the most exciting parts of OSINT is that the eld
is broad and there is a myriad of specializations. Because OSINT is a relatively
new eld for many business and intelligence environments to include within
their security structure, there are many opportunities to nurture your interests
in a niche topic like | have in the eld of maritime intelligence.

Many job descriptions and elds incorporate OSINT skills including the
following:

Journalism

Intelligence (CIA, NSA, FBI, etc.)

Government

Armed forces

Business

Genealogy

Education (training)

Private investigation

Security assessments

Additionally, several qualities would be advantageous for any OSINT analyst

to possess. If | were to choose a single trait for every analyst to possess, it would
unequivocally be curiosity. Technical, written, and critical thinking skills can
all be taught, but if the analyst doesn t have the curiosity to dig deeper and to
know more, they will struggle as an OSINT analyst. Curiosity is a driver for
investigation and ultimately intelligence gathering. The following chart outlines
several essential qualities of a great OSINT analyst. If none of these qualities
sounds tting, that does not necessarily mean you don t belong in OSINT. We

don t need to be born natural investigators to become one; however, in that case
it may require further training to learn those skills.

Qualities and Skills of a Great OSINT Analyst

Curious Analytical Active listening Communication
Detail-oriented Creative Technical interest Methodical
Structured Self-motivated Written/oral skills Critical thinker
Organized Tenacious

Individuals interested in a career in OSINT might feel it isn t a possibility
for them because they lack the technical skills needed to excel. It can be quite
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daunting from the outside watching top-tier OSINT analysts work. The good

news is, because OSINT is a mindset, we don t need to get hung up on our pro-
ciency (or lack thereof) with OSINT tools. Being methodical, detail-oriented,

and curious will help us nd new and innovative ways to look at challenges.

For example, in the following chart, we have two analysts, both tasked with

nding an active email address associated with a subject.

Analyst 1 goes to the browser to search the subject s name in the format  rst-
name lastname. In the results she nds a blog called Subject s Gamer Blog
and notices at the bottom of the page there is an email, first. last@email .com.
Taking this email over to the web-based email veri cation tool emailrep.io,
she can verify the last date it was used or when it was created.

Analyst 2 takes a different approach beginning with a LinkedIn searchto nd
the company where the subject works. Once she knows the company, Analyst
2 quickly nds the domain name company.com. Analyst 2 then switches to her
Linux machine and runs an advanced tool that cross checks the input email with
all emails found in breaches. After the tool runs for a minute, Analyst 2 sees
first. last@company . com, which matches the name of the subject. Just like the
previous analyst, she veri es the last active date of the email in emailrep.io.

ANALYST 1 ANALYST 2

Step 1 Searches in a browser for Uses LinkedIn to determine the subjects
subjects name. employer.

Step 2 Finds a blog related to the Locates the domain name for the
subject. employer: company . com.

Step 3 The subjects email is listed Runs the domain in a Python tool in Linux
at the bottom of the blog. to find all breached emails for company

.com.

Step 4 Verifies the email is active Sees subjects name as first
with emailrep.io. - last@company .com.

Step 5 Verifies the email is active with

emailrep.io.

Both analysts were able to nd active emails with the subject s name as the
original selector. Analyst 1 kept it simple, while Analyst 2 decided to use an
advanced tool she was familiar with. Did one analyst do a better job at com-
pleting the task? No, they both completed the task and provided an active
email in their report; the path they took to get there is irrelevant. The purpose
of this exercise is to illustrate that each method accomplished the goal and that
approaching a challenge using overly technical methods is not always the best
option. Analyst 2 took an additional step to complete the goal and depending
on the criticality of the initial ask, that time may be valuable. On the other hand,
Analyst 1 lucked out nding an email with very little digging and could have
spent more time nding a lead.



Chapter 1 Open Source Intelligence

1.2 ABrief History of OSINT

In this section, | Il go over a brief history of OSINT (see Figure 1.1).

The Past

OSINT has been used in various forms by the U.S. intelligence community (IC)
for more than 50 years. In 1941, President Roosevelt established the Foreign
Broadcast Monitoring Service (FBMS). During World War 11, the FBMS s pri-
mary task was recording, transcribing, and translating shortwave propaganda
broadcasts for military reporting. After the attack on Pearl Harbor in December
1941, the FBMS grew in importance and was renamed the Federal Broadcast
Information Service (FBIS). After World War |1, Harry S. Truman created the
Central Intelligence Group, and the FBIS was moved within it and renamed the
Foreign Broadcast Information Service.

Up until the 1990s the FBIS was primarily used for monitoring and translating
foreign news sources and analyzing propaganda. It provided critical information
to the military during the Cuban Missile Crisis and all throughout the Cold War
including the initial reporting on the Soviet removal of missiles from Cuba.

FBIS operated 20 worldwide bureaus to allow it to physically collect material
for exploitation. Eighty percent of the information used to monitor the collapse
of the Soviet Union was attributed to open sources.! In 1997, facing budget cuts
and lack of funding, the FBIS neared dissolution but was saved by a public cry
from the Federation of American Scientists who described the FBIS as biggest
bang for the buck in the American intelligence community.

Decades then passed with no major changes to OSINT; even during the
U.S. terrorist attack on 9/11, nothing shifted until the social media boom of the
mid-2000s. The FBIS collected what was at the time considered OSINT, but this
open-source data was not collected or used the same as we do today.

The 2000s iteration of OSINT looks vastly different than the OSINT we saw
in 1941. This new version of OSINT was born from the breakneck growth and
development of Internet usage, referred to as Web 2.0. This substantial shift
from static web pages to user-generated content like social media completely
transformed the practice of OSINT collection.

In 2005, the director of national intelligence (DNI) created the Open Source
Center (OSC) and was entrusted with ensuring that open-source collection was
effectively used and shared by the IC by providing training, developing tools,
and testing new technologies. At this time, open source was seen by many as
a less structured and decentralized form of collection discipline, and it was
believed the IC wasn t fully aware of its potential and had no clear means of

Ywww. rand.org/content/dam/rand/pubs/research_reports/RR1900/
RR1964/RAND_RR1964 . pdTf.



The eld of OSINT is
growing and evolving to
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ML, and NLP.
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after the attacks on Pearl Harbor.
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Missile Crisis and throughout the the Open Source Center (OSC).
Cold War.
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Harry S. Truman created the Facing budget cuts and lack
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the FBIS was moved within it dissolution but was saved by The Iranian Green Revolution
and renamed the Foreign a public cry from the Federation illustrated the effect Social Media
Broadcast Information Service. of American Scientists. has and how OSINT can be used.

Figure 1.1: OSINT history
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sharing the information effectively. Additionally, they grappled with under-
standing sources and methods, evaluating the credibility of information, and
protecting information that can directly reveal a person s identity, also known
as personally identi able information (PII).

Despite the IC s obstacles with OSINT, the 2009 Iranian Green Revolution
(dubbed the Twitter Revolution) opposing the contested election of incumbent
President Mahmoud Ahmadinejad clearly illustrated the importance of social
media s inclusion in OSINT methodology. Despite the Iranian regime s forced
media blackouts throughout the violent protests, the world was able to develop
a full picture of the uprising through user-generated content on social media
platforms.

Individuals are making information available in ways that never existed
before, including online expressions of personal sentiment, photographs
of local places and happenings, and publicized social and professional
networks. 2

The Present

As mobile phone and social media use continues to ourish, we have been
afforded new and unique ways to harvest open-source data. The rise of plat-
forms such as Instagram, TikTok, and Snapchat inspires users to upload copious
amounts of data to our bene t. Maps and satellite imagery have grown exponen-
tially more accurate and accessible allowing user access to previously classi ed
technology. An emphasis has been placed on security and privacy leading to
the mainstream adoption of encrypted communication methods like Signal,
WhatsApp, and Telegram making it harder to obtain OSINT data. These data
obstacles have created a need for uniquely developed tools that are often offered
to the community by way of open-source repositories such as GitHub. OSINT
communities are ourishing on social media, providing free training in the form
of blog posts, videos, podcasts, and live streams. There are also several legitimate
paid OSINT trainings and certi cations available. Not-for-pro t organizations
are using crowdsourcing to combine analysis to tackle things such as humani-
tarian rights issues and locating missing people.

With the Web 2.0 boom, the eld of OSINT has expanded to cover more than
just the traditional intelligence community. The lines between intelligence dis-
ciplines are blurring as analysts develop skills that cross over into other collec-
tion methods. Traditionally, within intelligence there are ve main disciplines:
HUMINT, SIGINT, IMINT, MASINT, and OSINT. Though in recent years, as

2www . rand . org/content/dam/rand/pubs/research_reports/RR1900/
RR1964/RAND_RR1964 . pdTf.
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technology capabilities increase, we are seeing techniques and disciplines along
with the various INTs used within the community begin to blend.

The Five INTs?:

HUMINT is the collection of information from human sources.

SIGINT consists of the electronic transmissions that can be collected by
ships, planes, ground sites, or satellites.

IMINT or image intelligence includes geospatial intelligence (GEOINT).

MASINT includes the advanced processing and use of data gathered from
overhead and airborne IMINT and SIGINT collection systems.

OSINT is a broad array of information and sources that are generally
available, including information obtained from the media (newspapers,
radio, television, etc.), professional and academic records (papers, con-
ferences, professional associations, etc.), and public data (government
reports, demographics, hearings, speeches, social media etc.).

Due to the advancements in satellite technology, analysts now have access
to open-source satellite imagery at a resolution previously unseen by civil-
ians. Supported by this newly available imagery, analysts can integrate image
intelligence (IMINT), geolocation, and geospatial intelligence (GEOINT) tradecraft
into their daily work. An example of this can be seen in organizations such as
Bellingcat and the Centre for Information Resilience (CIR) where the analysts
routinely identify people and places using imagery analysis techniques to illu-
minate human rights violations and war crimes.

Human intelligence (HUMINT) is another area where the lines of professional
information gathering have grown hazy. Data brokers have made personal
information cheap and easily accessible to the public, and social media usage
has skyrocketed, allowing the tracking of individuals across the Internet. Skip
tracers and private investigators, known for tracking down people who are hard to

nd, previously relied on locating an individual through face-to-face interviews
with friends and family. Now, a person can be located just by hunting down
posts, comments, likes, and check-ins online. The same private investigator could
also use technology to track the individual s Bluetooth or Wi-Fi transmissions
using signals intelligence (SIGINT) techniques enhanced by volunteer databases
of unclassi ed wireless data collected from around the world.

Analysts today have access to a considerable supply of unclassi ed data
repositories, the likes of which we have never seen. Because so much data is now
available, we suddenly have to tackle the monstrous task of parsing through it all.
Luckily, analysts have begun developing and collaborating on free open-source
tools for the OSINT community that assist with making sense of the mountains

Shttps://usnwc. libguides.com/c.php?g=4941208&p=3381426.
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of new data. These parsing tools must be developed at the same rapid rate as
the Internet and social media platform algorithms change, which has produced
an innovative subgenre of OSINT analysts who are also developers.

Itis incredible to think that there are individuals living today who have never
known a life without the Internet, nor will they know the true pain of trying
to connect to a dial-up connection. Right now, children are being born with a
digital footprint, and some are even being signed up for email accounts while
still in utero! The full impact of the social media generation remains to be
seen, and because new forms of media seemingly pop up overnight, OSINT
tradecraft continues to evolve to meet it; seemingly for us the Golden Age of
OSINT still lies ahead.

The Future

In the coming years, there will be a shift from the present Web 2.0 to what is
being called the Semantic Web or Web 3.0. The Semantic Web is meant to make
Internet data machine readable through de ning and structuring so that com-
puters can make better interpretations of data.* Big Data, Al, NLP, and ML are
just beginning to be applied to OSINT collection, analysis, and reporting. This
new technology combined with the power of Web 3.0 will be crucial for enriching
the phases of the intelligence life cycle.® The following are a few ways in which
the life cycle may be enhanced and accelerated by these changes:

Planning and Requirements: Planning and developing requirements at
the stakeholder level will be better informed and targeted through sophis-
ticated arti cial intelligence (Al) and machine learning (ML) using cues
aggregated from previous reporting.

Collection: As Big Data continues to grow, collection will be further
automated and streamlined through Al. ML and natural language processing
(NLP) will be used to target collection sources more accurately, and ulti-
mately analysts will be able to nd and sort more data in less time.

Processing and Evaluation: Facial and pattern recognition will grow more
mainstream and facilitate analysts to determine suspects faster. NLP will
review, measure, and interpret collected data for misinformation and
disinformation to vet sources.

Analysis and Production: Automated tools will provide more accurate
analysis of collected information through correlation and clustering. Al

4www.w3.org/standards/semanticweb.
Swww . recordedfuture.com/open-source-intel ligence-future.
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may be used to develop detailed graphs of associations enriched with
personal and corporate data.

Dissemination and Consumption: Al will automate and tailor near real-
time alerts and reports for stakeholders and analysts so they can rapidly
take the necessary actions. Increasing the speed in which intelligence is
consumed will lead to faster response times.

As Big Data grows even bigger and data analytics and mining technology
improve, one burgeoning research eld to keep an eye on is sentiment analysis,
or opinion mining. An overwhelming number of citizens across the globe use
social media to discuss their opinions and feelings, and this collection of tone
or sentiment can be analyzed using NLP, text analysis, and computational lin-
guistics. Using these tools to analyze a sample of people, including how they
speak, write, and use emojis and hashtags, it is possible to estimate the overall
feeling of a population on a particular subject. We see this technology being
used presently to analyze government elections and events such as citizen pro-
tests. In the case of the 2016 U.S. election, a study was performed to determine
whether there was a political divide between urban and rural areas or between
service and manufacturing zones.® Using the Twitter application programming
interface (API), which allows a program to communicate with an application,
researchers collected sentiment based on the geotagged locations within the
tweet data called metadata. The results of this study determined that sentiment
based on location did re ect the opinion of people on the ground and that this
process may have tremendous bene ts for predicting overall public opinion.
In the future, the use of predictive analysis will become more prevalent within
everyday OSINT analysis.

The 2016 election also illustrated how Internet content can sway user sentiment
and public perception, and therefore more tools will need to be developed to
combat the increasing assault of online propaganda, mis/disinformation, and
deep fakes. This type of predictive analytic will be one facet used by the intel-
ligence community and law enforcement for detecting and preventing crime.’
The Tom Cruise movie Minority Report perfectly captured a future where crimes
can be detected and prosecuted before they happen. In 2002, when this movie
debuted, the concept of pre-crimes was unheard of, but now in 2022 we can
see the beginnings of this type of predictive analysis being used widely today
in law enforcement and criminal justice. While opinions differ on whether
this technology actually reduces bias or whether it reinforces inequality and

¢ Ussama Yaqub, Nitesh Sharma, Rachit Pabreja, Soon Ae Chun, Vijayalakshmi Atluri, and
Jaideep Vaidya. 2020. Location-based Sentiment Analyses and Visualization of Twitter Election
Data. Digit. Gov.: Res. Pract. 1, 2, Article 14 (April 2020), 19 pages. https://doi
-0rg/10.1145/33399009.

" Etter M, Colleoni E, Illia L, Meggiorin K, and D Eugenio A. Measuring Organizational
Legitimacy in Social Media: Assessing Citizens Judgments With Sentiment Analysis. Business
& Society. 2018;57(1):60-97. doi:10.1177/0007650316683926.
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discrimination, it is no doubt here to stay and being augmented by facial rec-
ognition and object detection technologies.?

As detective and predictive analytics increase in popularity, people will become
more adept at thwarting them. In 2019, during the Hong Kong protests over
a controversial bill allowing extradition from Hong Kong to mainland China,
protesters circumvented identi cation by using laser pointers, masks, and spray
paint to block cameras using facial recognition software. According to reports,
protesters had reason to be concerned as Hong Kong police were repeatedly
accused of forcing citizens to use their face to unlock their phones and reveal
their identities.® This battle between government and citizens on what negates
a citizen s right to privacy and the protection of PIl will continue to be a hot
topic in the future, leading to new laws and training.

For the intelligence community and law enforcement, the future holds deeper
and more practical OSINT training that will allow analysts to implement OSINT
skills more effectively. Cases of the future will be enhanced through more robust
OSINT databases and citizen collaboration.'®° While this type of crowdsourcing
investigation can gather many leads, it is not without its challenges. Untrained
citizens can and often do release the personal information of innocent people,
ruin evidence, and even recklessly engage with suspects. As citizen investiga-
tions grow in popularity, the OSINT community will need to develop a more
productive way to ingest, analyze, and visualize crowdsourced data. As OSINT
concepts become more mainstream through movies, documentaries, and podcasts,
we must be prepared to preach investigation ethics and passive-only collection
to untrained citizens to maintain ethical standards.

Mark Twain famously referred to the industrial growth period in late 18th
century America as the Gilded Age for being an era of serious social problems
masked in thin gold gilding. * This is not unlike the oncoming Gilded Age of
OSINT that brims with technological advancements and growth underpinned
by the tragedy of war, protests, loss of personal privacy, and civil unrest. Much
of what drives the current advancements in OSINT technology are deeply rooted
in politics and government. As analysts we have a duty to utilize all this exciting
new technology to perform ethical investigations without the insertion of bias
or politics. Unfortunately, with all this new technology have come many ethical

gray areas we must address to remain ethical analysts.

8 Shapiro, A. (2019). Predictive policing for reform? indeterminacy and intervention in Big Data
policing. Surveillance & Society, 17(3), 456 472. Retrieved from https://ezaccess
.libraries.psu.edu/login?url=www.proquest.com/scholarly-journals/
predictive-policing-reform-indeterminacy/docview/2290892716/
se-2?accountid=13158.

®www . nytimes.com/2019/07/26/technology/
hong-kong-protests-facial-recognition-surveillance.html.

10, Pastor-Galindo, P. Nespoli, F. G mez MErmol, and G. Mart nez P@rez, The Not Yet
Exploited Goldmine of OSINT: Opportunities, Open Challenges and Future Trends, in IEEE
Access, vol. 8, pp. 10282-10304, 2020, doi: 10.1109/ ACCESS.2020.2965257.

" wWuster, Tracy. There s Millions in It! : The Gilded Age and the Economy of Satire. The Mark
Twain Annual, vol. 11, 2013, p. 1 21. Project MUSE muse .. jhu.edu/article/526126.
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One area where the lines of ethics may become muddied is in the online
crowdsourcing of investigations. Crowdsourcing is a relatively new method of
analyst collaboration used as a way to tackle large and complex cases like cold
cases and high-stakes, real-time events. Using team collaboration platforms and
forums such as Discord, Slack, Teams, and Reddit, volunteers can participate
in live ongoing investigations. Although this technique has proven useful for
legitimate organizations such as The Centre for Information Resilience and Trace
Labs, I would highly caution analysts from engaging in unvetted investigations.

Unof cial cases found in online forums often have no vetting process for
members, and very little can be known about the backgrounds, ethics, and
motives of the participants. From an ethical perspective, there are concerns
that working on unof cial cases with untrained investigators has the potential
to cause harm to the analyst as well as the friends and family of the victim or
even the accuser. A perfect example of how crowdsourcing intelligence can
have serious repercussions is the terrorist attack at the 2013 Boston Marathon.

On April 15, two explosions rocked the annual marathon in Boston, Massa-
chusetts. Three people were killed in the blasts, and 264 were injured, including
both participants and spectators near the nish line.*? Soon, the FBI released a
statement that they had located pieces of nylon, fragments of ball bearings, and
nails at the scene, indicating a possible pressure cooker device was used in the
bombing.®® Over the next few days while the FBI worked tirelessly to locate the
suspects in the bombing, the Internet began their own investigation.

The popular forum site Reddit hosts several news subreddits that began
to unof cially crowdsource investigations into potential bombing suspects.
A user in one of the subreddits suggested that a depressed man who had been
reported missing since April 16 bore a resemblance to the suspect. The user
unfairly decided that based on the way missing man Sunil Tripathi looked
that this attack might be religiously motivated. The post gained traction, and
soon Sunil and his family were being harassed, and ultimately their personal
information was released by these Internet sleuths.

Aweek after the bombing, on April 19, the real suspects, Dzhokhar Tsarnaev
and Tamerlan Tsarnaev, were located by authorities. After a police manhunt,
Tamerlan was shot and Killed, and Dzhokhar was critically injured but cap-
tured and charged on April 22 of conspiring to use a weapon of mass destruc-
tion. After the arrest of Dzhokhar Tsarnaev, Reddit administrators issued an
apology to Sunil s family for the misidenti cation and harassment of Sunil and
his family.}* Subsequently on April 23, Sunil s body was found in a river; the
autopsy revealed he died by suicide.

2 www . nbcnews .com/news/asian-america/
wrongly-accused-boston-bombing-suni l-tripathys-story-now-being-
told-n373141.

B www . bbc . com/news/av/wor ld-us-canada-22179860.

14 www ._nytimes.com/2013/04/29/business/media/
bombings-trip-up-reddit-in-its-turn-in-spotlight.html.



14

Chapter 1 Open Source Intelligence

1.3 Critical Thinking

Becoming a valuable OSINT analyst requires honing said in my best Liam
Neeson voice  a particular set of skills. Critical thinking, or the analysis of
available facts, evidence, observations, and arguments to form a judgment?,
is arguably the most important skill in our arsenal. Without the ability to think
critically about the data we discover, we would be unable to make intelligent
connections between data points or even to evaluate its legitimacy. Many jour-
nalists working in information veri cation on social media have become the
front line in deciphering reality from ction.

Users are bombarded by information at an alarming rate and left to deter-
mine on their own what is real versus fake. Intentional mis/disinformation is
disseminated in a steady 24-hour stream through news, social media, and adver-
tising. If that weren t enough, now we must consider the reality of synthetic Al
media or deep fakes creating alternative false narratives. The veri cation of this
onslaught of data requires critical thinking skills that allow us to evaluate and
re ect on the information we consume. As analysts, being able to spot decep-
tion ultimately supports the effective collection of data and allows us to draw
conclusions based on legitimate information.

Critical thinking is not just about putting information together, nding a
pattern, then choosing an answer, it is about reducing bias, considering all
options available and presenting options to a decision-maker?®.

Being able to think critically comes with experience and takes a fair amount
of training and practice for it to feel natural. If critical thinking feels unnat-
ural to you, don t get discouraged; everyone has periods of irrationality, and
remember not even Sherlock Holmes thinks critically all the time. One way to
jump-start your critical thinking is by applying David T. Moore s interpreta-
tion of Paul and Elder s Critical Thinking model to your investigations. The
model is made up of eight main steps designed to help you look at a problem
set using critical thinking?’:

1. Requirements: Define the scope of data collection.

2. Key Questions: Define key questions the intelligence should answer.

3. Considerations: What evidence should we see? What effects would this
evidence have?

15 Edward M. Glaser. Defining Critical Thinking. The International Center for the Assessment
of Higher Order Thinking (ICAT, US)/Critical Thinking Community. Retrieved 16 May 2022.

16 Moore, D. T. (2006). In Critical thinking and intelligence analysis (p. 76). essay, Center for
Strategic Intelligence Research, Joint Military Intelligence College.

' Moore, D. T. (2006). In Critical thinking and intelligence analysis (p. 27). essay, Center for
Strategic Intelligence Research, Joint Military Intelligence College.
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4. Inferences: Determine evidence that is being inferred and any biases

involved.

5. Assumptions: Determine what is being assumed about the evidence or
any key questions that arise.

6. Concepts: Determine the reliability of evidence or the outcome of the

collection method.

7. Implications and Consequences: Define the potential outcomes given
correct/incorrect conclusions for key questions.

8. Points of View: Define other points of view on the situation.

Here is an example of critical thinking derived from David T. Moore s inter-
pretation of Paul and Elder s Critical Thinking model*®:

Requirements

Determine if vessels are illegally transferring oil to
North Korea through ship-to-ship transfers to evade
sanctions.

Key questions

Can we identify the tankers being used in the transfer
of oil?

Can we verify the locations with GPS and satellite
imagery?

Do we notice a pattern of identity obfuscation?

Considerations

If a ship-to-ship oil transfer is observed, what evidence
should we see?

If identity obfuscation is observed, what evidence
should we see?

What is not being seen?

Inferences

What is being inferred from the observed and
collected evidence?

Assumptions

What is being assumed about the evidence?

What is being assumed about the sources of
evidence?

What is being assumed about illegal oil transfers to
North Korea?

Concepts

How does human analysis a ect the observations?
How reliable are the sources of evidence?

Implications and consequences

If conclusions are incorrect about the illegal ship-to-
ship oil transfer to North Korea, what might happen?
If conclusions are correct about the illegal ship-to-ship
oil transfer to North Korea, what might happen?

Points of view

What other points of view exist on illegal ship-to-ship
transfers to North Korea?

18 Moore, D. T. (2006). In Critical thinking and intelligence analysis (p. 51). essay, Center for
Strategic Intelligence Research, Joint Military Intelligence College.
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By applying Paul and Elder s technique of breaking critical thinking down into
eight steps, it is easy to see how this method can be applied to any investigation
to inspire looking at things from a new and unique perspective. Effectively, what
this technique has done is help us to develop pivot points for further analysis.
Before we get too deep in the weeds with how to advance through pivot points,
we must discuss the often overlooked topic of mental health.

1.4 Mental Health

The eld of OSINT can be fast-paced, high-stakes, and overly stimulating at
times. Analysts may be tempted to dive head rst into a project without fully
considering the detrimental effects it can have on mental health. OSINT case
investigation can involve repeated exposure to graphic content in the form
of human rights atrocities, murder, graphic digital material, victim accounts,
torture, and sexual exploitation. Without properly considering the effects this
material can have on the human mind, particularly repeated victimization, we
cannot appropriately prepare to deal with it in a healthy way. Even the most
seasoned OSINT analyst needs to maintain continuous awareness of possible
mental health pitfalls associated with this line of work.

Through the volunteer positions | have held assisting domestic violence vic-
tims and preventing and exposing child exploitation, | have withessed deeply
graphic and traumatizing content rsthand. | am acutely aware of the many
types of traumas and mental health compromises that may result from this type
of work. For an analyst, mental health can seem like an afterthought when com-
pared to the atrocities we are working to prevent; however, poor mental health
can have a disastrous impact on not only the outcome of our cases but also on
our personal and professional lives. It is important that we are able to recognize
the different forms of trauma in ourselves and our friends and co-workers to
help prevent further trauma. The following are some common forms of trauma
that we may experience while working in the eld of intelligence:

Vicarious trauma is trauma resulting from engaging empathically with sur-
vivors of trauma.

Secondary trauma results from hearing the rsthand trauma another individual
has experienced.

Compassion fatigue is the emotional, physical, and psychological impact
experienced through helping others.

Burnout is the emotional, physical, and mental exhaustion induced by high
stress over an extended period of time often resulting in feeling emotion-
ally drained and overwhelmed.
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Post-traumatic stress disorder (PTSD) is a mental health condition that s

triggered by experiencing or witnessing a terrifying event resulting in

ashbacks, nightmares, and severe anxiety, along with uncontrollable
thoughts about the event.*

The symptoms of trauma may vary from person to person as well as range
from physical responses to emotional reactions. The physical symptoms of
trauma can be alarming to the person experiencing it and might manifest as
real and concerning as a physical injury. | have developed the following list of
a few common symptoms of trauma to help you to recognize them in yourself
and others:

Shock Irritability
Denial Paleness

Anger Lethargy
Sadness Fatigue

Mood swings Racing heartbeat

The OSINT community has an obligation to bring attention and awareness
to maintaining mental health, and we must strive to normalize self-care and
self-assessment in the face of trauma. Analysts entering the eld should feel
supported and empowered to seek mental health assistance when necessary,
and, in some cases, help should be routinely provided as a preventative measure.

If you feel you are experiencing a crisis, please contact a mental health crisis
line near you.

United States: Contact the National Institute of Mental Health by texting
HELLO to 741741 for free and confidential support 24 hours a day
throughout the United States.

United Kingdom: Contact the Suicide Prevention line by texting SHOUT
to 85258.

1.5 Personal Bias

Bias is de ned as a prejudice in favor of or against one thing, person, or group
compared with another, usually in a way considered to be unfair.?’ In other
words, if we are so focused on a particular outcome or belief, our investigation
could be swayed in favor of that outcome regardless of intention. Bias can lead

¥ www.mayoclinic.org/diseases-conditions/
post-traumatic-stress-disorder/symptoms-causes/syc-20355967.
2 www . merriam-webster.com/dictionary/bias.
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to false interpretations of the information we collect and analyze, which dis-
solves the impartiality necessary for a successful and valid investigation. An
awareness of our personal biases allows us to openly challenge them by con-
templating and then pushing them away. Once we realize everyone displays
bias, we can more easily recognize our own. Looking often at our own biases
and repeatedly asking ourselves why questions is a great way to ush out
any beliefs we may have that could seep into our research.

Why do | believe this is credible?
Why do | believe this is evidence?
Am | showing bias, and why do | feel this way?

Indulge me for amoment and imagine that you are a huge Nicolas Cage fan.
You enjoy his acting so much that you would argue that he is the best actor
on the planet. Coincidentally you are then assigned to a team at work that is
charged with investigating and determining who the best actor in the world
is. Would you be able to perform this investigation as an impartial analyst, or
would you knowingly (or unknowingly) sway the results toward the desired
outcome? If the results of the investigation were swayed at all by your love for
Nicolas Cage, that would be considered con rmation bias!

Con rmation bias does not necessarily have to be malicious or even inten-
tional; humans tend to favor information that con rms our own beliefs. As
analysts we need to be cognizant of con rmation bias when collecting and
analyzing OSINT. The results of our research may have a much deeper impact
than Nicolas Cage s career, although that s questionable. Evidence shows, even
when trying to be subjective about our collection and analysis of information,
we in fact, are still being in uenced by our perception biases.?*

On the front end of an investigation, analysts risk becoming exceedingly in u-
enced by the rst piece of data we are exposed to. This rst impression bias may
have a rippling effect throughout all proceeding data collection and analysis.??
If a bias has tainted each piece of data we have collected, we have to question
whether the information and subsequent analysis is sound.

If you have ever visited a casino and heard an excited guest proclaim they
are onaroll! ortheyare playing hot, thisis called the hot hand fallacy or the
clustering illusion. This phenomenon causes us to see trends in clusters that
are actually random events. One example would be assuming that a group of

2 https://catalogofbias.org/biases/perception-bias/#:~:text=
Perception%20bias%20is%20the%20tendency,influenced%20by%20perception
%20biases%20unconsciously.

2 Lim, K. H., Benbasat, I., & Ward, L. M. (2000). The Role of Multimedia in Changing First
Impression Bias. Information Systems Research, 11(2), 115 136. www . jstor.org/
stable/23015878.

2 Gilovich, Thomas (1991). How we know what isn t so: The fallibility of human reason in
everyday life. New York: The Free Press. ISBN 978-0-02-911706-4.
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individuals hanging out together in a certain bar are gang members because the
last three groups you investigated at that bar turned out to be gang members.

Outcome bias is where we base a decision on a previous outcome regardless
of the factors causing us to reach that outcome.? This bias can lead to ineffec-
tive and inaccurate analysis because each data point is built upon previously
incorrect data.

Blind spot bias is where we see ourselves as less biased than others, or we
see more cognitive bias in other people.? Effectively, we have a blind spot
regarding our own behavior within a situation.

Group think is de ned by Psychology Today as being a phenomenon that
occurs when a group of well-intentioned people makes irrational or non-optimal
decisions spurred by the urge to conform or the belief that dissent is impos-
sible. ¢ If you are performing research within a group of your peers and they
make a claim that you disagree with but instead of arguing with them you
choose to agree to maintain group harmony, this leads to group think. Group
think can tarnish an otherwise great investigation with information that may
not be validated or could be rife with bias.

The law of the hammer is a cognitive bias that involves an over-reliance on a
familiar tool. Abraham Maslow said in 1966, | suppose it is tempting, if the
only tool you have is a hammer, to treat everything as if it were a nail. 2’ This
bias can be a common pitfall for OSINT analysts who focus their attention on
new and shiny tools rather than taking the time to learn the methodology and
the why behind the analysis we perform.

1.6 Ethics

Open-source intelligence often deals with complicated personal privacy con-
cerns, regarding the privacy of the analyst, subject, and any third parties. Loss
or invasion of privacy can be devastating not only physically to an individual
but also emotionally and nancially. As analysts, we often work in situations
where the collection of personal information is part of the requirement, so we
must be guided by strong morals and ethics to do the right thing. When an
untrained individual intentionally violates an individual s privacy by disclosing
personal information online (also known as doxxing), it can result in bullying,

24 Gino, Francesca; Moore, Don A.; Bazerman, Max H. (2009). No Harm, No Foul: The
Outcome Bias in Ethical Judgments (PDF). SSRN 1099464. Harvard Business School Working
Paper, No. 08-080.

S https://dictionary.apa.org/bias-blind-spot.

% groupthink, 2022.

27 Maslow, Abraham Harold (1966). The Psychology of Science: A Reconnaissance. Harper &
Row. ISBN 978-0-8092-6130-7.
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intimidation, loss of job, suicide, or physical harm. Amateur online investigators,
like those who helped identify protesters in the January 6, 2022, U.S. Capital
riot, have raised complex ethical questions with very few clear-cut answers.?®
The following are a few of the most prevalent ethical concerns we must consider
when working in this eld:

Who decides which individuals deserve the right to privacy?

In the United States, we have First Amendment rights to access and analyze
open-source information, but individuals also have reasonable privacy
rights. Unfortunately, in high-pressure cases, analysts can unintentionally
make biased judgments about who is guilty, who is innocent, and who
deserves to maintain their privacy.

Possible Outcome: Sometimes analyzing real-time events can be chaotic
and what we think we see is not always clear. A rush to identify a suspect
could lead to misidenti cation, loss of employment, and physical harm
to you or the individual.

Is the use of breach data acceptable?

A data breach is an incident in which information is stolen or removed from
a system without the knowledge or permission of the system owner.
Because this data is stolen, it may be ethically unacceptable to possess or
distribute this data.

Possible Outcome: By utilizing breach data, some would argue that we are
perpetuating further breaches of data and rewarding the perpetrators.
Ethics aside, if you work in a law enforcement eld, using stolen data
without permission could have dire consequences to your case.

Is it OK to doxx someone who we believe did something illegal?

Analysts may feel compelled to publicly expose bad actors and their crimes
when they discover evidence of criminal activity such as fraud, pedophilia,
and theft. Often the exposure comes by way of doxxing or publishing
their personal information and crimes online for everyone to see. Some
believe that because the data was discovered through open source, and
it is being revealed for a good cause, that we have the right to expose this
information.

Possible Outcome: We take a lot of risks when we nd evidence of a crime
and decide to take matters into our own hands instead of alerting the
authorities. We are putting ourselves, the victims, and their families at

2 www . technologyreview.com/2021/01/14/1015931/
how-to-be-an-ethical-online-investigator-activist
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risk, we are risking misidentifying and exposing the wrong people, and
we are jeopardizing the cases that law enforcement may be building.

Can we use password knocking to attempt to garner information?

Password knocking is the process of resetting the password of an individual s
account in an attempt to reveal all or part of their information, such as
email address, username, contact information, etc. Depending on the
platform, this reset attempt may trigger an email or noti cation sent to
the account holder. An argument could be made that we may be crossing
a line between passive OSINT and active hacking.

Possible Outcome: Because resetting a password for an individual s account
requires physical contact with the account, it can be considered active
involvement in some cases. Performing a password reset attempt on your
case without prior stakeholder approval can jeopardize both the case and
your job. Further, if the reset noti es the account owner that an attempt
has been made against their account, it could thwart investigations or,
worse, it could make you a target.

Like password knocking, much of OSINT can be considered an ethically

challenging gray area because unlike other security and intelligence elds,
there is no standard set of ethics to adhere to. Here, in an effort to develop and
de ne aconsistent set of OSINT ethics, | applied the Principles of Professional
Ethics for the Intelligence Community set forth by the Of ce of the Director of

National Intelligence (ODNI)?:

OSINT Ethics
We seek the truth and obtain, analyze, and provide intelligence objectively.

We uphold the highest standards of integrity, responsible behavior, and
ethical conduct in investigation activities.

We comply with laws, ensuring that we carry out our mission in a manner
that respects privacy, civil liberties, and human rights obligations.

We treat all people fairly and with respect, do not engage in harassment
or discrimination, and avoid injuring others.

We demonstrate integrity in our conduct, mindful that all our actions,
whether public or not, should re ect positively on the OSINT community
at large.

2 www .dni .gov/index.php/how-we-work/ethics.
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We are responsible stewards of the public trust; we use intelligence author-
ities and resources prudently, report wrongdoing through appropriate
channels, and remain accountable to ourselves and ultimately to the public.

We seek to improve our tradecraft continuously, share information respon-
sibly, collaborate with our colleagues, and demonstrate innovation.

Communication intelligence gives insight into what is being said, planned
and even considered by one s friends and enemies alike and is as close as
one can come, from a distance, to reading another side s mind. *

—Mark Lowenthal

% Lowenthal, Intelligence: From Secrets to Policy, p.71.



The Intelligence Cycle

2.1 What Is the Intelligence Cycle?

Originating from the intelligence community, the intelligence cycle, as practiced
in the United States, is used as a guide for gathering and processing information
in a reliable and repeatable way. The cycle typically consists of ve key phases
beginning with Planning and ending in Dissemination (see Figure 2.1). However,
the former vice chairman of the National Intelligence Council, Mark Lowenthal,
proposes in his book combining the Dissemination phase with Consumption
and inserting a Feedback phase.! He suggests that key decision-makers or
stakeholders would not always be inspired to consume and act upon provided
intelligence and that adding a Feedback phase to the cycle would motivate
stakeholders to read and provide feedback to analysts.

The cycle begins by rst establishing the needs and requirements of the key
stakeholders or consumers of the intelligence. Once the requirements are devel-
oped, listed, and prioritized, they are used to prompt the collection of data.
The cycle ends with Feedback and restarting the cycle with any new questions
derived at the end of the process.

Y Intelligence: from secrets to policy/Mark M. Lowenthal.
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THE

INTELLIGENCE
CYCLE

Figure 2.1: Intelligence cycle

According to Lowenthal, the cycle is made up of these six key phases:

Planning and Requirements
Collection

Processing and Evaluation
Analysis and Production
Dissemination and Consumption
Feedback

I T S

2.2 Planning and Requirements Phase

Planning the strategy for successfully investigating and producing a nal
product, identifying the requirements of stakeholders, and de ning the intel-
ligence questions we aim to answer through our collection and analysis are all
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key elements of the Planning and Requirements phase. Requirements should be
set by the key stakeholders and consumers meant to receive our nal report-
ing. More simply, we need to know the who, what, why, and how before
beginning the investigation process, and we need that information to be decided
by the people requesting the intelligence. As analysts, we may be inclined to
hop directly into collection without gathering these key questions, but this
could result in wasted time in the form of chasing unnecessary leads and poor
unactionable intelligence.

After clearly de ning the questions received from key stakeholders, we must
develop a plan that spans the length of the Collection phase to the Feedback
phase. This plan requires answering several fundamental questions including
the following:

How many analysts are required for this project?

Do we require specialized analysts?

How much time will be spent?

What data sources will be used?

Will we require mass data collection tools such as APIs?

Are there any legal issues or sensitivities to be aware of?
Where will the data be kept?

Who will have access to the data?

What security risks will the analysts encounter?

How will we collaborate?

In what format will we store notes (mind map, Word e, etc.)?
What will the nal report look like?

Will the report be a presentation or a document?

Once the stakeholders consume the report how will they provide feedback?

It is easy to see how the Planning and Requirements phase sets up the suc-
cess for the rest of the process. If this phase is poorly developed and performed
without stakeholder buy-in, a waterfall effect takes place leading to unnecessary
data collection, unproductive analysis, and ultimately reporting on intelligence
that is unusable and unactionable.

At this stage, it isimportant to de ne the intelligence discipline we are using
to collect (HUMINT, OSINT, IMINT, SIGINT, MASINT) as this often determines
how the information is evaluated by an analyst. This distinction also helps to
determine if all-source or single-source intelligence is being used, which will
affect the credibility and classi cation of products. Once you feel con dent that

the planning and requirements have been set for the investigation, you can
move onto the next phase.
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2.3 Collection Phase

At this point in the process, we should have successfully gathered intelligence
questions and requirements from stakeholders and have developed and re ned a
plan for tackling the remaining phases. We may now move into arguably the most
exciting phase of the cycle, the Collection phase. This is where the predetermined
plan for collection is put into action and where we as analysts tend to thrive.
The identi ed data sources should now be active and collecting information,
APIs should be abuzz, and analysts should be head down scouring public data
sources for applicable information. The amount of data collected in this phase as
well as any legal limitations should be determined entirely by the pre-established
requirements from the rst phase and be in line with key stakeholder s needs.

Depending on the location where the data is being collected, we may run
into compliance restrictions, and it s imperative we remain aware of the laws
around collecting personal data within the country and even state we operate
in. In the EU, laws and regulations like the General Data Protection Regulations
(GDPR) can be confusing; for instance, personal and journalistic collection is
mostly exempt from GDPR, and law enforcement follows a different framework
from commercial collection entities.? Furthermore, laws may differ across EU
countries making it hard to ascertain what exactly is legal. The GDPR provides
some guidance for data collection, but before we begin collection, it is impera-
tive to get legal advice to ensure no laws are being broken.

A legal basis for processing personal data is required.

Certain principles outlined in GDPR must be used when processing
personal data.

Lawfulness, fairness, and transparency

Purpose limitation

Data minimization

Accuracy

Storage limitation

Integrity and confidentiality

Accountability
The rights of the subject must be anticipated, understood, and honored.
It must be determined if we are the data controller or data processor.

2https://eur-lex.europa.eu/eli/dir/2016/680/0j.
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The methodology of data collection can vary across analysts and teams based
on personal preference and requirements. Analysts may choose to begin research-
ing from various starting points including Big Data collection, search engine
results, and social media accounts. Whichever methodology we are using, the
main technique of collection referred to as pivoting must be understood and
integrated for an investigation to be successful.

The Art of Pivoting

Throughout the Collection phase, we will encounter data that leads us directly to
other data, which may correlate ndings and user accounts. This process of fol-
lowing breadcrumbs is called pivoting. Being able to spot and leverage potential
connections within information is an invaluable skill as well as the basis for all
OSINT collection. A high-level example of the pivoting process could begin with
a piece of information like an email address. By entering the email address into
tools or a search engine, we may correlate that email with additional data such
as a username, password, phone number, address, name, or IP address. After
we have collected all of these data points, each of them now become their own
starting point that will lead to further expansion of our investigation. Effectively
each piece of new information is built upon the last, and when compiled, it tells
a story. However, nding pivot points takes practice. Figure 2.2 shows a few
examples of how the previous email scenario might look.

Additional pivot points include the following:

Name Spouse
Alias Relatives
Foreign name Children

Date of birth
Pro le picture
Emails
Passwords
Phone numbers
Addresses
Pictures of residence
Usernames
Businesses
Associates

IP addresses

Vehicle information
Wi-Fi/Bluetooth

Social media accounts
Digital currency wallets
Travel details
Technology used
Domains

Hobbies

Pet names

Community groups/
memberships



Password -(\ other accounts using this passwerd

new emails IP address

subject's facebook

friends and family children

Username

subject's instagram

subject's secret instagram gang affiliated emojis

phone number

family members

heme address

voter information political donations

fLast Name

business email address

email structure employee emails

business

Figure 2.2: Pivot chart example

business

registrant infermation

IP address

new username
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Learning to pivot quickly and ef ciently can be an art form and requires
training for our brains to better nd and interpret what we see. In her book
Visual Intelligence, Amy E. Herman writes that Learning to see what matters
can change your world. Using pieces of artwork as a tool, Herman trains the
FBI, intelligence analysts, and Fortune 500 companies how to analyze and recon-
sider the way we have previously looked at the world. Suggesting we need to
look at things twice to gain a full understanding of it, Herman believes that this
can be directly applicable to the art of pivoting. Using her method can help us
to rst look at something with no outside in uence and then again, informed
by new data.®

1. Look first.
2. Consult other preexisting information or opinions.
3. Look again.

Herman believes that often important details are hidden in plain sight, and
if we become overly focused on the larger details, we may miss what is right in
front of us. To combat our nature to overlook the ordinary and help us uncover
hidden details in our work, she developed the COBRA method.*

THE COBRA METHOD

C Concentrate on the camou aged.
o One thing at a time.

B Take a break.

R Realign your expectations.

A Ask someone else to look with you.

Concentrate on the camou aged. Our brains are hardwired to spot things
that stand out as different or out of place as a survival mechanism. To notice
things hiding in plain sight, we must force ourselves to slow down and look
again, considering what we see without bias.

3 Herman, A. E. (2017). In Visual intelligence sharpen your perception, change your life (pp. 55 56).
essay, Mariner Books.

4 Herman, A. E. (2017). In Visual intelligence sharpen your perception, change your life (pp. 97 102).
essay, Mariner Books.
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One thing at atime. Avoid multitasking and focus on just this task to avoid
cognitive overload. Multitasking makes us less ef cient and effective, allowing
information to slip past.

Take a break. To retain long-term focus on the task, we must take breaks.
Sensory overload can lead to stress, and often stepping away for a bit before
refocusing leads to breakthroughs.

Realign your expectations. By looking for something speci ¢ within our
research, we run the risk of missing information our brain feels is irrelevant. Our
personal bias plays a huge part in our expectations of a case, and it is healthy
to recognize bias and seek to look past it.

Ask someone else to look with you. Because we all see the world through a
different lens, it can be helpful to solicit different opinions and perspectives on
our work. Seek the insight of someone with a different background, opinions,
and perspective from your own, and this just may lead to a breakthrough.

Continuous learning is necessary for OSINT analysts. We should train our
minds to remain sharp and open to not only the small, intricate details in a
situation but also the larger, more obvious details. As an example, if we look at
a small section of one of Ukranian painter Oleg Shuplak s optical illusion paint-
ings,® we see what appears to be a man sitting on a log playing an instrument
while a woman sits nearby listening.

Though, zooming out to look at the whole painting
reveals something exciting as all of the elements within
the painting begin to visually connect. If we had looked
at only one small part of the image, we would have
missed that the man and woman are part of a larger
optical illusion creating a face.

Swww . tuttartpitturasculturapoesiamusica.com/2012/04/
oleg-shuplyak-1967-mighty-optical .html.
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Let s not move on just yet! This painting has one more hidden element to
nd. While we focused on the main two subjects in the painting as well as the
wider optical illusion of a person s face hidden in the elements, there is still one
more face to be found. Looking closer at the tree in the painting, you can see a
hidden face within the tree bark.

The point of this exercise is to help you under-
stand that during an investigation we don t always
need to focus our attention on either the ne details
or the broader picture but rather to weigh the two
equally to prevent overlooking key details that may
be right in front of our eyes. Learning to identify
important data and move through it can be a lot
of work. It s worth noting that the job of pivoting
can be automated and outsourced to tools that can
collect large amounts of data across many sources
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and correlate it through algorithms or arti cial intelligence technology. Expen-
sive automation tools can offer many new data points to investigate; however,
without live analysts to make sense of the correlations and produce intelligence
from the information, the collection is useless.

As an instructor for several professional OSINT courses and bootcamps, |
have come to learn that the concept of pivoting through data is the hardest, yet
most important skill, for new OSINT students to learn. Often, training a stu-
dent how to use complex collection tools can be easier than teaching someone
how to be inquisitive and to think critically. While technical skills are of course
sought after, we often overlook the value of soft skills, creative thinking, and
innovation. For some analysts, analytical thinking comes naturally, but it should
be comforting to know that these skills can be learned through practice. The
following are a few exercises to help you strengthen your analytical thinking
and pivoting skills:

Develop a report on a subject (you). Use your own information for this exercise
to see how much of your personal data is available through open sources.
Using just your personal email address and a search engine, how much
information are you able to nd on yourself?
Did you nd any of your personal usernames or social media accounts?

Could you nd any of cial records such as voting information or house
purchases? What did these records reveal about you, and how could that
information be used?

Develop a report on a business. Pick any company for this exercise and try
to answer the following questions that could help you write an OSINT report:

Can you determine the company s email naming structure such as
firstname.lastname@email .comor Firstinitial . lastname@email .com?

Using the naming structure from the last question, can you use a search
engine to locate additional company emails?

What other information can you nd on social media sites like LinkedIn
about this company and the employees?

Uncover information about a username. Use one of your personal usernames
for this exercise and attempt to answer the following questions:

Run a search on a username enumeration web tool such as whatsmyname
.app. How many accounts use that username?

Do all the accounts listed in whatsmyname . app belong to you?

Using your email address pre x as a username, can you nd additional
accounts that belong to you? For example, using Emai 1123@example . com,
Emaill23 is the pre x you can search as a username.
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From each social media account you found, what other data is available?
Could you nd a date of birth? Were there any current photos? Did you
see any pictures with your house number?

Overcoming OSINT Challenges

Even the best OSINT analysts can hit roadblocks in cases where they just can t
seem to make headway or to nd any useful pivot points. There often comes
a point in an investigation where we feel we have chased down all possible
leads or that our normal search strategy isn t working. In these instances, the
best lesson | learned when starting in the eld is that the absence of information
is still information. The point of this concept is that sometimes there is just no
data and no matter how hard we look we will never uncover any, which can
be frustrating at times, but the lack of data might be an anomaly that must be
reported when we look at the whole picture of the investigation.

If the absence of data is not a possibility and you know there is further information
to be extracted from an investigation, the RESET technique and gap analysis are
great methods for helping to lift brain fog and keep analysts moving forward.

RESET Technique

In a blog for the no-pro t group The OSINT Curious Project, Nico Dekens out-
lines how to utilize the RESET technique to restart and clear your brain, which
is meant to facilitate better analysis.® This technique is a fantastic way to take
amental breath and allow your overloaded mind to become open to new
possibilities and avenues of exploration. The following are the ve steps that
can help our brains move past investigation roadblocks.

Routine Instead of getting into a performance rut doing the same processes the
same way for every investigation, keep a list and write down new ideas as
they come to you. Maintaining a continuously evolving routine will help
keep your ideas fresh.

Emotions It is good practice to be present with our emotions, especially in traumatic
and high-stakes investigations. Journaling our feelings and thoughts can
help to prevent bias and tunnel vision that may a ect a case.

Sever Sever the mental ties you have to your work and step away. Time away
from the investigation and your computer will leave your mind feeling
refreshed and able to process data more e ciently.

®https://osintcurio.us/2021/02/09/using-reset-for-better-osint.
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Explore Take time to explore and learn outside of the current obligations. Check
out a new tool and try something new!

Think Try not to build walls around your mind, and allow it to dream big and run
wild. Often the freedom to dream without boundaries can inspire new
and refreshing ideas.

Analysts should run through the RESET technique steps whenever they are
feeling stuck or looking for a new perspective on a situation. One way | have
implemented RESET is by getting up from my desk and taking a 30-minute walk.
The mental break from the work usually helps to provide a new perspective.
RESET is a great method for resetting your mind, but there is another technique
called gap analysis that we can use for analyzing a large amount of information
and quickly making sense of it.

Gap Analysis

Gap analysis is a technique that can be applied to methodically break down an
investigation through questions meant to help to evaluate the information in its
entirety and then identify the gaps in knowledge.” The following are the four
main questions used in gap analysis:

1. What do | already know?

2. What does this mean?

3. What do I still need to know?
4. How do I find out?

The bene t to employing the gap analysis method is that it enables us to
quickly distill a large amount of information down into something more struc-
tured and manageable.

An Example of Gap Analysis Using the four-question gap analysis meth-
odology;, let s solve a geolocation quiz posted by Lars Wienand?® on the daily
Veri cation Quiz Twitter account, Quiztime.® The quiz is an image of a vessel
positioned on a body of water and Lars asks us to answer the question, Where
did | take this photo? We can begin by breaking down what we already know
about this photo.

"https://nixintel . info/osint/
using-gap-analysis-to-keep-osint-investigations-on-track.
Shttps://twitter.com/LarsWienand.
*https://twitter._.com/quiztime.



Chapter 2 The Intelligence Cycle

35

11 Veriflcation Quiz Bot Retweeted
. Lars Wienand 5% @ @LarsWienand - May 3, 2022

Welcome to #TuesdayQuiz!
| guess this one is easy. Where did | take the photo?

FEWant help: retweet!

. Solutions: reply to/DM me!
Collaborate: reply below!

#More #OSINT #verification: @quiztime!

Q 10 1 1a O 22 i & (&)

Show this thread

What do I already know? The provided image shows an elongated boat traveling
from east to west across a calm body of water. The ag of Germany is being own
on the pier in the bottom right of the image as well as on the stern of the ship.
The ship features the name Temptation on the bow along with an indistinguish-
able logo. There is a road situated on both sides of the waterway; one appears
to lead through a town, and the other road has a bike lane alongside it. A struc-
ture with a glass ceiling sits in the bottom corner, and based on the umbrellas
and outdoor seating, it may be a restaurant. Both areas of foliage in the image
appear to be farmland; based on placement of the plants, it might be a vineyard.

What does this mean? The data we have found means the photograph location
is most likely in Germany positioned near a waterway used for both travel and
pleasure. Roads and a vineyard lie on both sides of the water, with a restaurant
in the bottom-right corner and what appears to be a dedicated cycling lane. All of
this information leads to this photo location being a possible tourist destination.
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What do | still need to know? We still need to know what the name of the
restaurant or town is.

Howdol ndout? We can start by looking for the ship s name in free maritime
tracking databases, like VesselFinder,'°to nd where it was headed or where it
often goes. Using satellite imagery from Google Earth,** we can methodically
search across Germany for waterways that also have a road and vineyard located
on both sides. Using reverse image searching techniques on the original image
can potentially lead to similar photos that reveal the town or identi able fea-
tures from another angle.

Using the technique of gap analysis, we can determine that the location of the
original Quiztime photograph was taken at Beilstein and Metternich Castle along
the Moselle River in Germany.'? Taking the approach of systematically breaking
down the challenge into small, digestible pieces so that we can focus only on
relevant information is not only great to use on large overarching research ques-
tions but also can be used to answer any question that arises during our analysis.

0 www . vesselfinder.com.

" https://earth.google.com/web.

12 One Million Places.com / https://one-million-places.com/en/germany/
beilstein-castle-metternich-sleeping-beauty-of-the-mosel le/last
accessed February 15, 2023.
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Why We Have So Much Data

In 2009, amid the rise of the smartphone and social media sites, a coordinated
citizen journalism network started focusing on protesting the Iranian regime.*3
Using social media and forums, citizens were able to effectively evade the
government-mandated lockdown on communications and protest on the open
Internet where the rest of the world could bear witness. This network of citizen
journalists being able to manipulate communication perfectly illustrates how
the apex between technology and connectivity has allowed for the rapid expan-
sion of the Internet, with a whopping 64.2 zettabytes of data being created or
replicated in the year 2020,** and an estimated 175 ZB by the year 2025.%° Since
much of the existing data is comprised of personal information being moved
and stored, it has become a wellspring of open-source information that can be
ingested, analyzed, and turned into intelligence.

The sheer amount of data available within open sources is exceptionally handy
for OSINT research, but it is also the biggest hinderance to collection. Tasking
humans to manually collect and parse through zettabytes of information not
only would overload our collection but is also less likely to yield actionable
leads. This collection barrier is a perfect example of a situation where the use of
atool can enhance an analyst s work. To ease the burden of manually harvesting
usable data, we can use tools like data aggregators, APIs, and web crawlers.

Data Aggregator A data aggregator collects, processes, and packages data from
one or more sources and presents it in a useful way for human consumption. A
few popular data aggregators often used for people searching are Lexis Nexis,
Tracers,'” and Pacer.18

Application Programming Interface (APl) An API is a software interface
connecting two pieces of software and providing developers with a set of rules
for connecting to and modifying the software for their own use. The following
are some examples of popular services APIs that are often integrated into other
tools through their API:

Shodan?®®
VirusTotal®

Bwww._bellingcat.com/resources/articles/2016/07/14/
a-brief-history-of-open-source-intelligence.

“www. idc.com/getdoc. jsp?container1d=US46410421.

5 www . seagate . com/fi les/www-content/our-story/trends/files/
idc-seagate-dataage-whitepaper.pdf.

¥ https://www. lexisnexis.com.

https://www.tracers.com.

B https://pacer.uscourts.gov.

¥ www.shodan. io.

2 www.virustotal .com.
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Big Data, one great advantage is that it can be sorted, queried, and fed quickly
and consistently to the end user.

The streamlined process of Big Data ingestion signi cantly reduces collection
time, allowing for faster development and analysis on the user side. Addition-
ally, a level of threat intelligence risk scoring and anomalous ndings alerts are
often applied to collected data points within many off-the-shelf web crawling
tools that will tip an analyst toward the most signi cant ndings for immediate
investigation. Being able to enrich and combine a multitude of datasets into one
is just the icing on the cake. However, we do need to take into consideration
the responsibility of possessing such a large dataset of personal information.

As analysts working with large amounts of personal data, we have an ethical
responsibility, and in the case of GDPR, a legal responsibility, to narrow our
collection to only the data required to answer the stakeholder requirements. The
principle of limiting our data collection to only what is necessary and relevant
to the initial request is known as data minimization. In practice, this means we
must be very targeted in our collection and data storage strategies. For example,
if the initial ask is for us to determine whether our subject traveled from point
Ao point B, we should have no real need to collect 10 years of personal breach
data on the subject. In the case that we are unable to minimize data collection,
we should strive to remove any unnecessary personal data from our documen-
tation and our systems after we answer the request.

2.4 Documentation Methods

Documentation refers to the process in which we catalog and convey information.
In simple terms, this is the way we will capture our notes throughout the inves-
tigation. Notes may be used purely for organizing our thoughts, or in the case
of law enforcement or private investigation, they could be used as evidence.
You should be beginning to see how proper preparation and organization are
key to meeting our investigation requirements.

Effective documentation begins with capturing the needs and requirements
of the stakeholder. Without knowing the questions that we need to answer or
the data the stakeholder wants to see (and present as evidence), we have failed
before we have even begun. Unorganized notes could end up being costly to
the stakeholder if analysts must redo research because details were lost. Setting
clear requirements for how we should compile and organize the data ahead of
time can help with organization; there may also be collection laws by country
or state that must be followed. Once the requirements are received and under-
stood, we can move on to the best-practice techniques for notetaking.

Typical note-taking techniques tend to be uniquely personal to the individual
that is capturing the information. For instance, a visual learner might prefer
saving screenshots, while an auditory learner might use a digital voice recorder
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our work manually or with the assistance of automatic tools, having a clear,
well-formulated record of our ndings will prove to be useful once we turn to
the Processing and Evaluation phase of the intelligence cycle.

2.5 Processing and Evaluation Phase

According to the Of ce of the Director of National Intelligence in the United States
(ODNI), Intelligence is information gathered within or outside the U.S. that
involves threats to our nation, its people, property, or interests; development,
proliferation, or use of weapons of mass destruction; and any other matter
bearing on the U.S. national or homeland security (index, 2022). Possessing
information does not automatically make that information into intelligence; in
fact, all the data garnered throughout the Collection phase is just raw data. It is
up to analysts to take this raw data, re ne it, and turn it into actionable intelli-
gence through the steps within the Processing and Evaluation phase.

During the process of data re nement, we can start to clean up data using
tools like CyberChef 3 a free web-based tool that can decrypt data strings. We
can also begin to translate compiled foreign language text and, using the key
stakeholder questions developed in the rst phase, interpret any data linkages
we noted within our documentation. At this point, we also need to consider
whether the data we have collected is accurate and credible.

Because the need for information veri cation has grown exponentially in
the last decade due to false news stories and imagery manipulation, | have
dedicated an entire section to it later in the book; however, it is also integral to
the Processing and Evaluation phase of the intelligence cycle, so we will touch
on a few strategies for veri cation here as well. There are several professional
rating systems in use for data veri cation within the intelligence community.
Once such evaluation method is the NATO Admiralty Code meant to assess
the reliability of the information gathered along with a level of con dence in
the veracity of the data (see Figure 2.3).%

A data source is evaluated based on reliability and given the letter A through
F. Then, the source is evaluated by credibility, based on the likelihood the
information could be corroborated, and given a number of 1 through 6. Once
the information is appropriately graded, it should provide the user with enough
information to decide whether the data is veri able, which is essential to providing
intelligence based on truth. After we have processed and evaluated the collected
data, we may need to ask further questions of the stakeholders to ensure they
receive a successful product.

% https://gchg.github.io/CyberChef.
B FM 2-22 https://fas.org/irp/doddir/army/fm2-22-3_pdf.
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SOURCE
RELIABILITY

®

Reliable
Usually Reliable
@ Fairly Reliable
@ Not Usually Relaible
@ Unreliable

Cannot be Judged

DATA
CREDIBILITY

Con rmed
Probably True
Possibly True
Doubtful True
Improbable

Cannot be Judged

CONFIDENCE

@
@O

Figure 2.3: NATO Admiralty Code

Scoping

The act of refocusing, rede ning, and narrowing efforts using stakeholder
requirements in order to avoid lengthy misguided efforts is called scoping.
Scoping can and will happen at any point in the intelligence cycle as deemed
necessary by stakeholders. Often there is an initial scoping process even before
the intelligence requirements are nalized and passed off to analysts. If the
scoping process happens to change the intelligence questions and requirements,
we will need to stop processing and restart the intelligence cycle focusing on
the new requirements. You can imagine the scoping process as a funnel where
data enters one end and through a series of clarifying questions and require-
ments it comes out the other end with only the most relevant data. During the
process of scoping and re ning our work, we may have the added opportunity
to enrich our data with other closed data sources.

Data Enrichment

Of course, we are open-source intelligence analysts, but through the process
of data enrichment, we can further enhance our own data by combining it with
stakeholder-approved rst-party internal and third-party external sources to
Il gaps in missing or incomplete data. With the inclusion of internal sources,
we can derive a deeper and more accurate picture from the data we collect.
Here are a few examples of how data enrichment can be used:

Using an internal law enforcement database to look up vehicle information
on a subject

Querying a paid third-party database of marketing data to nd subject
information
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2.6 Analysis and Production Phase

In the Analysis phase of the intelligence cycle, we evaluate the processed data that
has already been translated, decrypted, and interpreted to generate intelligence
products. Conclusions are drawn based on our ndings and then, depending
on requirements, potentially fused with information identi ed within addi-
tional classi ed and unclassi ed sources. In other words, we should be asking
ourselves What does the data we collected tell us and why do we care? Once
the data is determined, we can begin to think about the ways in which we can
disseminate this information to our stakeholders.

Depending on urgency, intelligence products may take the form of immediate
action reports or longer-term evaluation with continuous products. It is impor-
tant that within these reports we address the questions identi ed in the Planning
and Requirements phase and create the reporting in a format that is based on the
stakeholder s needs. Although probably the least exciting phase for many ana-
lysts, this phase is a crucial part of the overall investigation process. The entire
intelligence cycle is nothing without intelligible reporting, and if we can t pro-
vide stakeholders with a cohesive and comprehensive assessment of our ndings
regardless of their technical savvy, we have failed as analysts. When constructing
an intelligence report, it is essential that the information within is vetted and
scrutinized for accuracy and follows the ve main principles of intelligence.*’

It must be timely.

There must be a clear sense of certainty versus uncertainty.
Reports must be customized for the reader.

Reports must be easy to digest.

Reports must answer the intelligence questions.

Visualizations

There are many ways to arrange data so that we can interpret and understand
it on a deeper level, not only during analysis but for collaboration and nal
reporting. How we visualize things for analysis depends on personal preference
unless the graphics are being placed into a report being disseminated to stake-
holders. In that case, we want to develop the graphics in the best format for the
reader to understand our key points. The following are a few methods used
for visualizing data:

37www .chds -us/coursefiles/NS4156/lectures/intel_7_step_intel_cycle/
script.pdf.
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2.7 Reporting

The OSINT report is where we get to convey all our ndings to stakeholders. The
purpose of areport is to inform the reader of our ndings to provide recommenda-
tions for decision-making and contextual knowledge. This report should be tailored
to the consumers, and it should be assumed that the report will be disseminated
beyond them, so any details need to be obvious to the reader without further
presentation by the analyst. Reporting styles will vary by company, analyst, and
purpose, but there are some key tips to keep in mind when compiling a report.

First, consider who the consumer of your report is. Will the reader be a technology-
focused individual, or will they be a CEO who may have no interest in technical
details? Tailor your report for different personality types; keep in mind some
people are data driven while others are more visual. Attempt to incorporate both
of those concepts into one report. Always focus on the so what? and be sure to
write in short and concise paragraphs. No matter who the reader is, they should
understand the message, and all come away with the same key points. Use very
deliberate and precise language to avoid any confusion. Carefully choose words
that will convey your thoughts and the outcome of the analysis without jargon,
redundancy, rhetoric, or vagueness. Attempt to remove any possibilities that the
reader may misinterpret or misunderstand what they read.

You have probably heard the phrase If it bleeds, it leads! popularized by
famous newsman William Randolph Hearst in the late 1890s. The phrase implies
that the most shocking and gruesome news headlines get the most attention.
The format of leading with the most important or shocking information can
be seen in the writing guide for journalists known as the Inverted Pyramid.*

MOST IMPORTANT

Executive Summary:
Who? What? When? Where? Why? How?

IMPORTANT

Supporting details &
Remediation suggestions

OTHER

Appendix &
Index

¥ https://ohiostate.pressbooks.pub/stratcommwriting/chapter/
inverted-pyramid-style.
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The Inverted Pyramid begins at the widest point, leading with the most impor-
tant information. In an OSINT report, this section would be our executive sum-
mary where we concisely summarize what we found. Next, the middle portion
of the Inverted Pyramid is where we put all the important details that support
our executive summary; this would be considered the body of the report and
would consist of a breakdown on what we found and how we found it as well
as any remediation suggestions. Finally, in the tip of the pyramid is our least
important information such as an index or appendix.

ReportTone

When developing an OSINT report, the tone of the writing should be persua-
sive and have an analytic message. The way we formulate sentences within the
report can drive how the reader interprets the message we are trying to convey.
One way we can make our writing more impactful is by using an active, per-
suasive, and analytical tone.

Leading without an Analytic Message:

We are researching the overall effectiveness of OSINT within the
U.S. government.

Leading with an Analytic Message:
The U.S. Government struggles to implement OSINT.

Report Design

The design and layout of our reports, if done correctly, should be clean, orga-
nized, and easy to read. If the stakeholder receives a disorganized report with
different font sizes, colors, and spacing, we run the risk of key points we are
trying to bring forward being missed, which may halt the investigation or re ect
poorly on us as analysts.

First, consider who the audience is for the report; a CEO should receive a
different report than the FBI or a private citizen. Be sure to tailor the format and
terminology only with the end reader in mind. We should choose colors that
are easy to read and cohesive (think shades of blue, green, and black) and font
pairings that are legible in both type and size.

Itis good practice to divide meaningful sections with bold headers or a divider
like a horizontal line. The header should concisely de ne the information in
the paragraph beneath it so that the reader can quickly scan the page for what
is most relevant to them.

Imagery such as photos, graphs, and screenshots should include a gure
number for reference, and all tables should include a table number. Website URLS
and references should be cited appropriately using APA, MLA, or footnotes.
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Example Report

John's Private Investigations

Client X OSINT Report

Project Name: Client X, Intellectual Property Theft 004
Date: May 16, 2022

Time: 11:00am EST

Investigator: John Q. Investigator

Executive Summary:

Analysts at John's Private Investigations (JPI) observed through Open Source Analysis the sale
of Client X intellectual Property by user “Ipthief' on the dark web forum "Money4IP" for $74,800
USD. The Paypal account within the post was associated to the email
“employee02@clientxcompany.com” which was provided to JPI as an initial selector. Based on
the association of the subject to the provided email, it is highly likely the employee stole IP from
Client X by saving it to a USB drive to sell on the dark web for profit.

Analysis:
Observation 1: Email address “employee02@clientxcompany.com” was observed in breach
data associated with the password “ipthief.”

Observation 2: A post by user “Ipthief’ on the dark web forum “Money4|P” mentions they work
for ClientX and exfiltrated the data using a USB thumb drive.

Figure 1: Screenshot of post by user ipthief on dark web forum Money4IP

Observation 3: The same post by user “Ipthief’ on the dark web forum “Money4IP” asks for
payment of $74,800 USD via their paypal at “employee02@clientxcompany.com”

Summary:

It is highly likely based on observations made by JPI that Employee Willbfired knowingly
exfiltrated ClientX's intellectual property on a thumb drive for the purpose of selling this
information on the dark forum “Money4lP."

Recommendations:
JPI recommends installing a USB locker or lockdown software on all company systems as well
as actively monitoring dark web forums for posts relating to Clientx.

Appendix:

Additional Selectors observed:
Email Address | Willbfired@email123.com
Usemame | Ipthief2

2.8 Dissemination and Consumption Phases

Lowenthal believes that the phases of Dissemination and Consumption should
not be assumed in the normal ve-step process but that they should be combined
into one phase.*® When a report is disseminated to a stakeholder, even if the
material is compelling, it does not necessarily motivate them to act. Adding

0 Intelligence: from secrets to policy/Mark M. Lowenthal.
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Consumption as a step in the of cial process is more likely to bring about
discussion and response. Additionally, the way a stakeholder consumes intel-
ligence and understands their obligations as a stakeholder to the investigation
is key, and we can do this through formal reporting and tippers.

Tippers

It may sometimes be necessary to immediately report critical information to
the stakeholder to take immediate action. In the previous report example, we
see what appears to be a Dark Web market sale of intellectual property. This
is a good example of a scenario where the stakeholder will not want to wait
fora nalized report but would rather receive an intelligence alert or tipper
providing a quick BLUF statement of ndings and possible remediations.

Feedback Phase

From the outset, the Planning and Requirements phase will have established
active communication between stakeholders and analysts. It is essential that the
communication is maintained throughout the entire process and even beyond
the Dissemination phase. This ongoing communication allows the analysts to
assess how well the initial requirement questions were answered and allow
analysis adjustments to take place accordingly. Likewise, consistent feedback
will help to determine whether more questions need to be answered and if
further collection is required.

Challenges in the Intelligence Cycle

The intelligence cycle is meant to inform and guide procedure throughout the
intelligence community and beyond, but it is certainly not without its chal-
lenges. In intelligence and national security, Arthur Hulnick outlines several
challenges he sees within the intelligence cycle in its current format. He sug-
gests that as analysts, we should not expect or rely on stakeholders to provide
proper guidance within the Planning phase of the cycle.*! This false idea that
the intelligence system will automatically notify stakeholders of problems
creates a reactive situation versus a proactive one. Ultimately, this lack of pro-
activity hinders the start of the Collection phase as analysts await guidance. A
better approach according to Hulnick is to view the processes of Planning and
Collection as equal and operating in parallel instead of sequentially.

Another major challenge as Hulnick sees it is that due to intelligence community
fears, security concerns, and personal psychological barriers, the analytic and

4 Arthur S. Hulnick (2006) What s wrong with the Intelligence Cycle, Intelligence and National
Security, 21:6, 959 979, DOI: 10.1080/02684520601046291.


























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SYMBOLS AND NUMERICS
4chan, 166
8-Q Form, 220
8kun/8chan, 111, 166 167
10-K Form, 220
10-Q Form, 220
501(c)(3) nonprofit organizations,
255 260
annual reports, 258 259
consumer reports and reviews, 259 260
Federal Audit Clearinghouse (FAC), 258
IRS Form 990, 256 257
IRS tax-exempt organization search, 257
990, Form, 256 257

A

ABA routing number, 440

AccountAnalysis app (website), 104

active listening, 4

active reconnaissance, 3, 64 65

ADS-B (Automatic Dependent
Surveillance), 283, 288

ADSBExchange tool, 346

adversarial mindset, 57 65

AEI (Automatic Equipment Identification)
tag, railways, 321

aerodrome, 352 358

aggregator, data, 37 38

Al-generated images, for research
accounts, 87 88

air base, 353

Index

Air Traffic Control (ATC), 327, 352
aircraft intelligence
critical infrastructure and entity
vulnerabilities, 361
discovery and analysis methods, 328 361
aerodrome, 352 358
air traffic control communications, 352
aviation entity ownership and
operation, 358 361
flight paths and locations, 346 350
identification of, 329 346
notice to air missions
(NOTAMSs), 350 352
tracking cargo, 350, 360 361
parts of aircraft, 325 326
terminology of aircraft and air travel, 327
types of aircraft, 323 326
aircraft registration code (N number), 330
airfield, 354
airport, 348, 352 353
Airportia (website), 348 349
airstrip, 354 355
Airwaybill (AWB) number for cargo, 350
AIS (Automatic Identification System),
282 283,284 287, 288, 294 295
altcoin, 461
AML (anti-money laundering),
255, 433 435
Analysis and Production phase,
intelligence cycle, 10 11, 47 49
analysis section of OSINT report, 52

503



Index A-B

analysts, considerations for. See also ethics
consideration
bias, personal, 18 22
critical thinking, 14 16, 18 22
mental health, 16 17, 504
searching on self as subject
exercise, 31 32
skill set and qualities of, 3 5
staying open to new learning, 504 505
trauma exposure, 16 17
analytical message, OSINT report tone, 51
Anaya, Michael F. D. (analyst),
59 63
annual reports and filings,
219 220, 258 259
anonymity, browsing, 79 83
anti-money laundering (AML),
255, 433 435
API (application programming
interface), 11, 37
apophenia, 38
appendix, OSINT report, 52
Appleby (law firm), 250
Arabic naming conventions, 107 109
ArcGIS map, 305, 397
Archive.org (website), 187
ASN (autonomous system number), 268
ASPI (Australian Strategic Policy
Institute), 224
Assante, Michael J. (analyst), 381
association matrix, 151, 153
associations and interactions on social
media, 151, 153 156
ATC (Air Traffic Control), 327, 352
attack tree diagrams, 71
audience for OSINT report, 51
Australian Strategic Policy Institute
(ASPI), 224
auto enthusiast and specialty site, 373
automated browser tools for
documentation, 41
Automatic Dependent Surveillance
(ADS-B), 283, 288
Automatic Equipment Identification (AEI)
tag, railways, 321
Automatic Identification System (AIS),
282 283,284 287, 288, 294 295
automotive intelligence
discovery and analysis methods, 364 375
entity ownership and
operation, 374 375

identification, 364 371
monitoring and analyzing
routes, 371 374
security and technology, 375 378
terminology, 363
types of automobiles, 362 363
autonomous system number (ASN), 268
aviation entity ownership and
operation, 358 361
AWB (Airwaybill) number for cargo, 350

B
Bank Find Suite tools, 427, 428
bank identification number (BIN), 441 443,
444, 445
Bank Identifier Code (BIC), 441, 442
bank routing number, 440
baseball card to analyze attackers,
59,69 71
baselining, wireless gathering
technique, 416 417
basic service set identifier (BSSID), 413
berthing reports, 298 299
biases
analyst s personal, 18 22
perception, 18, 20, 38
BIC (Bank Identifier Code), 441, 442
Big Data issue, 10, 11, 37 39, 188
BIN (bank identification number), 441 443,
444, 445
Binance (BNB), 462
Bitcoin (BTC), 461, 462, 468
blackhole jurisdiction, 251
blacklist other than sanction, 254 255
blind spot bias, 19
blockchain, 459 461
blockchain bridge, 465
BlueStacks mobile emulator, 85
Bluetooth, 411 412
BLUF (bottom-line-up-front)
statement, 52, 55
BNB (Binance), 462
body section of OSINT report, 52
boiler room operation, 251
bot account or bot network
(botnet), 187 190
Bot Sentinel, 188
brand logos and colors, 309 314, 332
BRB Publications, 142
breach data, 20, 125 128, 211 212
browser fingerprinting, 84



Index B-C

505

brute-force attack, 58
BSSID (basic service set identifier),
413
BTC (Bitcoin), 461, 462, 468
burnout, analyst, 16
business and organizational intelligence
about, 209 212
analysis methods, 215 250
annual reports and filings,
219 220
business indiscretions and
lawsuits, 226 228
contracts, 229 239
digital disclosures and leaks,
220 228,404 405
entity types, 213 214
government sources and official
registers, 216 219
international considerations, 243 250
power mapping, 239 243
commercial vehicle markings, 369
corporate organizations, 212 215
domain registration and IP
analysis, 260 271
dork query, 95
501(c)(3) nonprofits, 255 260
indiscretions and lawsuits, 226 228
map resources from organizations, 397,
399, 400
organizational crime,
recognizing, 250 253
ownership and operation (See ownership
and operation)
port and vessel management
information, 300 301
railway organizations, 317 318
reporting development exercise, 32
sanctions, blacklists, and
designations, 253 255
searching exercise, 32

C

call signs, aircraft, 331

CAN (controller area network), 376
Canada, 243

Candid (website), 256

cargo, tracking, 317, 350, 360 361, 374 375
cars. See automotive intelligence

CCTV (closed circuit TV) cameras, 276 277
CDN (content delivery network), 271

cell tower searching, 422 423

cellular IP address, tracking mobile phone
by, 409 410

Censys.io search tool, 405

centrality, graph, 191

centralized blockchain network, 459

centralized traffic control system,
railways, 321

Centre for Information Resilience
(CIR), 182 184

CFAA (Computer Fraud and Abuse
Act), 38

CFT (counter financing of
terrorism), 435 436

Charity Navigator (website), 259 260

child predator cases, username
research, 114 116

child sexual abuse material (CSAM), 471,
473 474,476

China, 246, 248 249

Chinese naming conventions, 107, 109

Chromium-based browser tools for
notetaking, 41

Cl (critical infrastructure) threats, 380

CIKR (critical infrastructure and key
resources), 380

CIR (Centre for Information
Resilience), 182 184

CISA (Cybersecurity and Infrastructure
Security Agency), 298, 380

Clarke, lan (developer), 80

classification yard, railway, 308

Clear/Surface Web, 475

Clinton, Bill (former president), 194 195

CLM (contract lifecycle management)
systems, 321

clone detection, photo
manipulation, 198 199

closed circuit TV (CCTV) cameras, 276 277

Cloudflare (CDN), 271

CloudFront (CDN), 271

clove message parts, 12P, 82

clustering illusion, 19, 38

CNIL (Commission Nationale de
L informatique et des Libertds)
(website), 142

COBRA method, 29 30

cognitive bias, 19

coin join, cryptocurrency, 471

collaboration notes, best practices, 40 41



506

Index C-C

Collection phase, intelligence cycle
about, 10, 26 27
data quantity challenge, 37 39
overcoming challenges, 33 36, 55 56
pivot points in search, 27 33
social media data, 148 159, 167 168
Commission Nationale de L informatique
et des Libert@s (CNIL) (website), 142
Companies House, UK, 243 244
company disclosures, 220 228, 404 405
compassion fatigue, analyst, 16
compliance restrictions on data
collection, 26
Computer Fraud and Abuse Act
(CFAA), 38
confirmation bias, 18
Conrad, Klaus (neurologist), 38
consensus mechanisms,
cryptocurrency, 466
consumer reports and reviews, 501(c)(3)
nonprofits, 259 260
Consumption and Dissemination phases,
intelligence cycle, 11, 54 56
content amplification and dissemination
bots, 188
content delivery network (CDN),
271
continuous community monitoring
about, 160
best practices when joining a
community, 167 168
methods for monitoring groups, 160 169
without joining community, 168 169
contract lifecycle management (CLM)
systems, 321
contracts
critical infrastructure, 402, 405
government, 229 231
reading guidance, 231 239
smart NFT, 493
Contributions, Google review
platform, 120
controller area network (CAN), 376
cookie tracking, VPN consideration, 78
corporate organizational structure,
212 215. See also business and
organizational intelligence
cost-benefit analyses, OPSEC
process, 73 74
counter financing of terrorism
(CFT), 435 436

countermeasures, applying in OPSEC
process, 74
crawling the Web, 38
credential stuffing attack, 58
credibility of data sources, 44 45
criminal justice, predictive analysis for, 11
critical information defining, OPSEC
step, 72
critical infrastructure and industrial
intelligence
about, 379 384
aviation, 361
dork query, 95
Industrial Internet of Things
(oT), 385 387
Internet of Things (loT), 385 387
methods of analysis, 387 408
planning, 388 390
public disclosures, 402 405
search tools, 405 408
visualizations, 390 402
operational technology (OT), 384 385
ports as, 297 298
railways, 318 323
wireless, 408 423
basic service set identifier (BSSID), 413
extended service set identifier
(ESSID), 413
low-power wide-area network
(LPWAN), 412 413
media access control (MAC)
address, 413 415
methods of analysis, 415 423
mobile networks, 409 410
service set identifier (SSID), 413
wardriving, 410 412
critical infrastructure and key resources
(CIKR), 380
critical infrastructure (CI) threats, 380
critical thinking, 14 16, 18 22
Critical Thinking model, 14 16
crowdsourcing of intelligence, 12 13
cryptocurrency
about, 455 461
address for, 458 459
blockchain, 459 461
Dark Web, 475 479
methods of analysis, 479 491
subject of interest, 480 482
transaction mapping, 489 491
wallet of interest, 482 489
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mining and minting of, 464 467
mixing services, blockchain,
460 461
public compared to private transactions,
457, 467, 483, 485
reasons to track, 467 474
types of currencies, 461 464
use and transfer processes, 457 459
wallet workings, 457, 458 459
cryptography, 456
CSAM (child sexual abuse material), 471,
473 474,476
curiosity, as analyst skill, 4
Curious Project, OSINT, 33
CyberChef, 44
cybersecurity
adversarial mindset, 57 65
automobile vulnerabilities, 376
Cybersecurity and Infrastructure Security
Agency (CISA), 298, 380

D

dark signals, 284 285

Dark Web, 79 83, 473, 475 479

Darknet markets, 470, 477 479

DARPA (Defense Advanced Research
Projects Agency), 116

data aggregator, 37 38

data breach, 20, 125 128, 211 212

data enrichment, intelligence cycle, 45 46

data minimization, 39

data quantity challenge, collection
phase, 37 39

data sources, reliability and
credibility, 44 45

DCS (Distributed Control System), 384

DEA (Drug Enforcement Administration),
446 447,448

decentralized blockchain network, 459

deep fakes, 14, 199 200

Deep Web, 475 476

Defense Advanced Research Projects
Agency (DARPA), 116

Defense Industrial Base map, 401

Defense Internet NOTAM Service (DINS)
(website), 351

degradation or destruction of systems, 386

degree, graph, 191

Dekens, Nico (blogger), 33, 89

digital currency. See cryptocurrency

digital disclosures and leaks

about, 220 221
organizational website, 221 224, 404 405
social media for organization,
225 226,404 405
digital footprint (digital shadow),
98 102, 116
digitally altered content, spotting, 193 200
DINS (Defense Internet NOTAM Service)
(website), 351
direction, graph, 191
Dissemination and Consumption phases,
intelligence cycle, 11, 54 56
Distributed Control System (DCS), 384
distributed data store, 80
DNS (Doman Name System), with I2P, 82
DNSlytics.com (website), 270
documentation methods, intelligence
cycle, 39 44
Dogecoin (DOGE), 463
domain registration and IP analysis
about, 260
correlating email with domain,
120 122,123
domain name definition, 261
IP address analysis, 261, 267 271
website analysis, 261 265
WHOIS record data, 120 122,
262, 265 267
Doman Name System (DNS), with I2P, 82
domestic violence rescue, subject
intelligence, 99 100
dork query, 92 95, 135, 142, 265
double-spending, cryptocurrency,
465
doxxing, 20 21, 101 102
drone, 342 344
drops, QAnon conspiracy messages, 111
Drug Enforcement Administration (DEA),
446 447,448
drug financing analysis resources, 446 448
drug trafficking by air, 354 355
dynamic IP address, 268

E

EarthObservatory.NASA.gov
(website), 278

economic behavior, maritime
vessels, 291 292

EDGAR (Electronic Data Gathering,
Analysis, and Retrieval), 218 219

edge, graph, 190
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ELA (error-level analysis), photo
manipulation, 196 199
electronic control unit (ECU), 376
electronic footprint, 98 102, 116
email, researching subject through
account and subject information,
correlating, 117 119
data breach, 125 128
domain, correlating email with,
120 122,123
Google account, 119 120
privacy email, 124 125
verification of, 122, 124
EmailRep.io marketing tool (website), 122
embezzlement, 437 438
encrypted communication methods, 8, 125
Energy Atlas, 397, 398
engine configuration, aircraft, 337 338
enrichment of data, intelligence
cycle, 45 46
ENS (Ethereum Name Service), 500 501
EO Browser, 279
equipment damage, loss, theft,
automobiles, 371
error-level analysis (ELA), photo
manipulation, 196 199
ESSID (extended service set identifier), 413
Ether (ETH), 462
Ethereum Name Service (ENS), 500 501
Etherscan.io, tracing cash-outs,
485 487
ethics consideration
breach data research, 125
data minimization, 39
importance of using skill for good, 12 13,
21 22,502
privacy rights issue, 19 22
research account profile image, 87
subject intelligence gathering, 98 102
European Union (EU), data collection
regulations, 26
executive summary, OSINT report, 52
extended service set identifier (ESSID), 413

F

FAA (Federal Aviation Administration),
327, 329, 349, 358

FAA NOTAM search (website), 350

Facebook groups, monitoring, 161 162

facial recognition, 12, 173

fact-checking information. See verification

fake NFTs, 495
FakePersonGenerator (website), 86
FATF Black list, 255
FATF (Financial Action Task Force), 255,
426, 435
FATF Gray list, 255
FBMS (Foreign Broadcast Monitoring
Service), 6
FCMA (Federal Motor Carry Safety
Administration), 375
FCMD (Federal Misconduct Database), 227
FDIC (Federal Deposit Insurance
Corporation), 427
Federal Audit Clearinghouse (FAC),
258, 259
Federal Financial Institutions Examination
Council (FFIEC), 427 428
Federal Funding and Accountability Act of
2006 (FFATA), 231
federal-level public records, 134
Federal Misconduct Database (FCMD), 227
Federal Motor Carry Safety
Administration (FCMA), 375
Feedback phase, 24, 55
Feeding Our Future, 256, 258, 259, 260
FFIEC (Federal Financial Institutions
Examination Council), 427 428
Financial Action Task Force (FATF), 255,
426, 435
Financial Crimes Enforcement Network
(FinCEN), 426, 435
financial identifiers
bank (ABA) routing number, 440
bank identification number (BIN),
441 443, 444, 445
issuer identification number (IIN), 440
Society for Worldwide Interbank
Financial Organization (SWIFT),
440 441, 442
Value-Added Tax (VAT), 441, 443
financial intelligence
about, 425
dork query, 95
methods for analysis, 438 450
drug financing analysis
resources, 446 448
financial identifiers, 440 443, 444, 445
location-based resources, 443 446
negative news string searching, 449 450
organized crime analysis
resources, 448 449
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organizations, 426 428
organized and financial crime
relationship, 429 438
Financial Intelligence Unit (FIU), 426
Finsta and Rinsta account on
Instagram, 149
Fire Information for Resource
Management System (FIRMS), 355
first impression bias, 18
flight path and locations of
aircraft, 346 350
flight recorder (black box), 327
flight tracking platform, 346, 348
FOCA (fingerprinting organizations with
collected archives) (website), 264 265
FOIA (Freedom of Information Act), 134
Foreign Broadcast Monitoring Service
(FBMS), 6
Forensically tool, 197 199
Form 10-K, 10-Q, 8-K, annual filings, 220
Form 990, 256 257
FotoForensics tool, 197, 263
fraud
cryptocurrency, 471, 473 474
tax, 437
Freedom of Information Act (FOIA), 134
Freenet, 80 81
freight movement, 317, 350,
360 361, 374 375
front company, 251
fungibility, cryptocurrency, 462
fuselage configuration, aircraft,
338 339

G
gap analysis, 34 36, 103, 205 206
garlic routing, I12P, 82
GDPR (General Data Protection
Regulations), 26, 39, 102
Geary, Patrick, J. (OPSEC executive), 67
Genymotion mobile emulator, 85
geoblocking of IP addresses, 221
Geops train tracker, 314 315
geospatial intelligence (GEOINT)
(geolocation)
about, 9
aircraft, 355 358
cellular IP address issue for, 410
critical infrastructure
visualization, 390 396

GPS tracker information,
automobiles, 373
image-based, 173 184, 355 358
maritime vessels, 292 293
train tracking, 310 312, 314 315
Geostationary Satellite, 279
Gephi, 191 192
get-rich-quick NFT, 495
Gill, Ritu (analyst), 92
Gjoni, Eron (programmer), 100 101
Global Anti-Money Laundering tool,
444, 446
Global Navigation Satellite System
(GNSS), 282 283, 287 289
Global Organized Crime Index
(website), 448 449
GNSS jamming, 287 288
GNSS meaconing, 288 289
Good Jobs First Violation Tracker, 227 228
Google dork, 92 95, 135, 142, 265
Google Earth Pro plotting, 421 422
Google ID, researching subject
through, 119 120
Google Workspace, for
documentation, 42 43
governance, corporate, 213
government contract, 229 231
government map resources, 397
GPS tracker information
automobiles, 373
10T devices, 390
graphs, visualizing data, 48 49, 190 194
group think, 19

H
hacker mentality, investigating,
57 59

hacking, password knocking as, 21
Harris, Steven (analyst), 87, 119, 244, 410
hashtag hijacking, 188
HavelBeenPwned (HIBP), 126
Herman, Amy E. (author)

Visual Intelligence, 29
Hill, Bertram (analyst), 161
Hoffman, Micah (developer), 114
hot hand fallacy, 19
Hulnick, Arthur (analyst), 55 56
HUMINT (human intelligence), 9
Humphrey, Peter, 141
Hunchly, 41, 43, 477
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i2 link analysis chart, 149
IATA (International Air Transport) code,
airports, 353
IC (Intelligence community), 6 8
ICANN (Internet Corporation for
Assigned Names and Numbers),
122, 262
ICAO Airport Code, 353
ICAO-ID for aircraft, 327
ICAO (International Civil Aviation
Organization), 327, 331
ICS Cyber Kill Chain, 381 382
ICS (Industrial Control System), 384
identity exposure control, 74
identity manipulation, 287
identity verification, 88 89. See also subject
intelligence
If-This-Then-That (IFTTT) recipes, 89 90
1IN (issuer identification number), 440
illegal sales, cryptocurrency, 471, 473 474
image intelligence (IMINT)
about, 9, 169 172
digitally altered content, 14,
196 200
facial recognition, 12, 173
geolocation, 173 184, 355 358
nonfungible token (NFT)
images, 498 501
object detection, 12
reverse image searching, 172 173,
175 176, 187, 498
satellite imagery, 9, 278 281
IMF (International Monetary Fund), 427
IMO (International Maritime
Organization), 282
Industrial Control System (ICS),
302 303, 384
industrial espionage, 386
industrial intelligence. See critical
infrastructure and industrial
intelligence
Industrial Internet of Things
(1oT), 385 387
Insight Crime, 448
insignia, aircraft, 332
Instagram, 149
Instant Data Scraper, 150
intelligence alert tipper, 55
Intelligence community (IC), 6 8

intelligence cycle
about, 23 24
Analysis and Production phase,
10 11,47 49
challenges in, 55 56
Collection phase (See Collection phase)
Dissemination and Consumption phases,
11,54 56
documentation methods, 39 44
Planning and Requirements phase, 10,
24 25,55
Processing and Evaluation phase,
10, 44 46
reporting, 50 54
intelligence disciplines, 8 9, 25
intelligence information, definition, 44
IntelligenceX (IntelX) search
engine, 127 128
International Air Transport (IATA) code,
airports, 353
International Civil Aviation Organization
(ICA0), 327, 331
international considerations
Canada, 243
China, 246, 248 249
Middle East, 249 250
Russia, 246
United Kingdom, 243 246, 247 248
international legal restrictions on data
collection, 26
International Maritime Organization
(IMO), 282
International Monetary Fund (IMF), 427
International Narcotics Control Board, 447
International Police Organization
(INTERPOL), 430 431
international property records, 141 142
Internet. See also email; social media
crawling and scraping for data, 38
as source of data quantity, 37
Internet Archive, 168
Internet Corporation for Assigned Names
and Numbers (ICANN), 122, 262
Internet of Things (loT), 385 387
Internet Protocol (IP), 261
InterPlanetary File System (IPFS), 501
INTERPOL (International Police
Organization), 430 431
Inverted Pyramid for news
reporting, 50 51
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Invisible Internet Project (12P), 82 84
10T (Internet of Things) intelligence
dorks, 95
IP address, 78, 261, 267 271
IP (Internet Protocol), 261
IP space, 261, 270
IPFS (InterPlanetary File System), 501
IPV4 address, 267
IPV6 address, 267
Iran (Official Gazete), 249
Iranian Green Revolution (2009), 8, 37
IRS Form 990, 256 257
IRS tax-exempt organization search, 257
ISO country code searches
(website), 443 444
issuer identification number (I1IN), 440

J
jamming, GNSS, 287 288
Jane Doe, puppy scammer case,
200 208
job advertisements, 404
Jonas, Jeff (analyst), 102

K

Kamerka and Kamerka Lite search
tools, 406 408

know your customer (KYC), in
finance, 435

L

LADD (Limited Aircraft Data Displayed)
list (website), 349 350

language issue in search, 95

law of the hammer, 19

lawsuits and business
indiscretions, 226 228

layering in money laundering, 469 470

Lee, Robert M. (analyst), 381

legal responsibilities of OSINT, 26, 39, 64,
102, 161

LexisNexis public records access tool, 134

license plates, automobiles, 364 367

LID (Location ldentifier), FAA airport, 353

Limited Aircraft Data Displayed (LADD)
list (website), 349 350

link analysis charts, 49, 151, 190

LinkedlIn, 403 404

List of Circulating Currencies Wiki,
445, 446

LittleSis (website), 240 241

LiveATC.net (website), 352

local government records, 138 141

location-based resources, financial
intelligence, 443 446

Location ldentifier (LID), FAA airport, 353

logins, avoiding active reconnaissance
with, 64 65

long range radio (LoRaWAN), 412

low-power wide-area network
(LPWAN), 412 413

Lowenthal, Mark (author), 22, 23, 54

M
MAC (media access control) address,
413 415, 419
make/model information
aircraft, 331
automobiles, 364
Maltego, 49, 191
manufacturer serial number (MSN),
aircraft, 331
manufacturing systems. See critical
infrastructure and industrial
intelligence
marijuana-related business (MRB),
447
MarineTraffic.com (website), 283
maritime intelligence
about, 289 291
critical infrastructure and entity
vulnerabilities, 301 305
discovery and analysis methods, 291 301
entity ownership and
operation, 300 301
port calls, 297 300
vessel meetings, 293 297
vessel paths and locations, 292 293
types of vessels, 289 290
vessel terminology, 290 291
markings
aircraft, 330 333
automobiles, 368 370
trains, 309, 313 314
MASINT, 9
MATIC (Polygon), 497
Maxmind tool, 410
McCrum, Dan (investigative
reporter), 209 210
meaconing, GNSS, 288 289
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media access control (MAC) address,
413 415, 419
media content, social media, 146 147. See
also image intelligence (IMINT)
mental health for analysts, 16 17,
504
Merck & Co. contract reading
case, 231 234
metadata
definition, 11, 157
image search on NFTs, 501
social media, 146 147,156 158
website analysis for
organizations, 264 265
Microsoft Teams, for documentation, 42
Middle East, 249 250
military vehicle markings, 369
mind map, 48
minimization, data, 39
mining and minting of
cryptocurrency, 464 467
about, 464 465
blockchain role of, 460
following mining scripts, 487,
489
verification, 465 467
mining pool, cryptocurrency, 465
misinformation, disinformation and
malinformation (mis/dis/mal)
about, 185 187
bot account or bot network,
spotting, 187 190
critical thinking in detecting, 14
digitally altered content,
spotting, 193 200
social networks, visualizing and
analyzing for, 190 193
mixing services, blockchain,
460 461, 469 470
mobile emulator, 85
mobile networks, 409 410
mobile phone triangulation, 409
mobile tower searching, 422 423
Mode-S, 284
modex, aircraft, 333
Monero (XMR), 463
money laundering, 433 435, 461, 468 469
Moore, David T. (author), 14
Mosely, Samantha (programmer), 158
MRB (marijuana-related business), 447

MSN (manufacturer serial number),
aircraft, 331
My OSINT Training, 114

N
N number (aircraft registration code), 330
NAICS codes, business categories, 236
names, researching
aircraft, 333
automobile owner/operator, 368
subjects, 106 110
usernames, 32 33, 110 116
naming conventions,
international, 107 109
National Conference of State Legislatures
(NCSL) (website), 138
National Drug Threat Assessment
(NDTA), 447
National Enterprise Credit Information
Publicity System (NECIPS), 246
National Gang Center s Information
Exchange, 448
National Park Service contract reading
case, 235 236
National Terrorist Financing Risk
Assessment (NTFRA), 435
NATO Admiralty Code, 44 45
navigational systems, signal
intelligence, 282 284
NCSL (National Conference of State
Legislatures) (website), 138
NDTA (National Drug Threat
Assessment), 447
NECIPS (National Enterprise Credit
Information Publicity System), 246
negative news string searching, financial
intelligence, 449 450
Neo4j Community Edition, 191
network miners, cryptocurrency, 465
NFT Finder tool, 499
NIST Vulnerability Database, 224, 303
node, graph, 190
nonfungible tokens (NFTs)
about, 493 494
crimes associated with, 494 495
methods for analysis, 495 501
nonregistration markings, aircraft, 332
notetaking best practices, 39 44
notice to air missions (NOTAMs), 350 352
nslookup.io IP address lookup tool, 268
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NTFRA (National Terrorist Financing Risk
Assessment), 435

0o
object detection, 12
Obsidian, for documentation, 43
Office of Foreign Assets Control (OFAC),
254, 428, 430
Office of Global Targeting (OGT), 254
Office of the Director of National
Intelligence (ODNI), 21, 44
officers, corporate, 213
official registers, organizations, 216 219
Oilmap.xyz (website), 399, 400
OneNote, for documentation, 42, 149
Open Source Center (OSC), 6
open-source intelligence (OSINT). See also
analysts
about, 3,9
conclusion, 503 505
critical thinking, 14 16, 18 19
current types and sources, 8 10
ethics consideration, 19 22
future considerations, 10 13
history, 6 13
legal responsibilities, 26, 39, 64, 102, 161
mental health for analysts, 16 17
skill set and qualities for analyst, 3 5
OpenCorporates.com database
(website), 217
OpenRailwayMap tool, 314, 315
Opensea.io (website), 496
Operation Safe Escape (OSE), 99 100
operational security (OPSEC)
about, 67 68
best practice tips for protection, 76
importance for analyst to maintain, 505
research accounts, 85 90
social media operations, 167
steps in process, 72 77
technology options, 77 85
threat modeling, 68 71
wireless connections, 415
operational technology (OT), 384 385
opinion mining, 11
OPSEC Professional Society (OPS), 67
organizational intelligence. See business
and organizational intelligence
organized crime
about, 429

anti-money laundering (AML), 433 435
counter financing of terrorism
(CFT), 435 436
financial crimes, 437 438
financial intelligence analysis
resources, 448 449
politically exposed person (PEP), 432 433
recognizing, 250 253
transnational criminal organization
(TCO), 430 432
Organized Crime Wiki, 448
OSC (Open Source Center), 6
OSINT. See open-source
intelligence (OSINT)
OSINT Combine (Australia), 114, 165
OSINT Curious President, 114
OT (operational technology), 384 385
outcome bias, 19
ownership and operation
automobiles, 374 375
aviation entities, 358 361
maritime entities, 300 301
railways, 317 318

P
PACER (Public Access to Court Records)
system, 134
Paris MOU (website), 255
passive reconnaissance, 64 65, 98
password knocking, 21, 202
pattern of life examination
automobiles, 371
from Google reviews, 120
from property sites, 141
subject analysis, 102 106
transportation intelligence clues to, 276
wireless location tracking, 421 422
Paul and Elder s Critical Thinking
model, 14 16
peel chain, cryptocurrency, 471
peer-to-peer (P2P) platforms, 80 83
people searching. See subject intelligence
PEP (politically exposed person), 432 433
perception biases, 18, 20, 38
persona maintenance for research
accounts, 89 90
persona non grata (PnG) method, 68 69
personal bias of analyst, 18 22
personal disclosures of private records,
132, 480, 482
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Personally Identifiable Information
(P, 8,12
phishing, 58, 495
phone numbers, in research on subjects,
88 89, 129 132
photo manipulation, 196 199
PIA (Private ICAO Addressing)
list, 349 350
PIl (Personally Identifiable
Information), 8, 12
pilot in command (PIC), 327
pivoting in OSINT collection,
27 33
PlaneSpotting.net (website), 345
Planning and Requirements phase, 10,
24 25,55
PLC (Programmable Logic Controller), 385
PnG (persona non grata) method, 68 69
POGO (Project on Government
Oversight s), 227
Polar-Orbiting Satellite, 279
politically exposed person (PEP),
432 433
Polygon (MATIC), 497
Ponzi scheme with NFTs, 494 495
port call, 297 300
port cameras, vessel path history
through, 293
Port State Control (Paris MOU), 255
PoS (proof of stake), 466 467
post content, social media, 146 147
PoW (proof of work), 465 466
power mapping, 239 243
pre-crimes, 11
predictive analysis, 11
principles of intelligence, 47
privacy
browsers designed for, 79 83
email with privacy
enhancements, 124 125
encrypted communication
methods, 8, 125
ethics implications for analysts,

19 20, 39
legal protections, 141 142
P11 issue, 12

VPN for, 79 80
Private ICAO Addressing (PIA)
list, 349 350
private investigators, 9
private IP address, 268

Processing and Evaluation phase,
10, 44 46
profile images for research accounts, 87 88
Programmable Logic Controller (PLC), 385
Project on Government Oversight s
(POGO), 227
proof of stake (PoS), 466 467
proof of work (PoW), 465 466
property records, local, 139 141
ProPublica (website), 256 257
Proton Mail, 117
provenance, blockchain, 460
provider data maps, 397 399
proxy IP address, VPN, 78
PSC codes, business categories, 236
PTSD (post-traumatic stress disorder), 17
Public Access to Court Records (PACER)
system, 134
Public Accountability Project, 142
public disclosures
automobiles, 374
company, 220 228, 404 405
contracts, 402, 405
job advertisements, 404
social media, 225 226, 402 404
vessel path history through, 293
public IP address, 268
public records, research on subjects
collecting public records associated with
subject, 132 134
international property records, 141 142
U.S. official sources, 134 141
U.S. unofficial sources, 142 144

Q

QAnon movement, 111

quantity of data, challenge in collection
phase, 37 39

Quinn, Zoe (developer), 100 101

R
Raebaker.net (website), 107, 114, 142
RailCabRides.com (website), 312
railfans, as railway information
sources, 308 309
Railroads for National Defense
Program, 306
railway intelligence
about, 305 306
critical infrastructure and entity
vulnerabilities, 318 323
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discovery and analysis methods,
308 318
entity ownership and
operation, 317 318
visual identification of rail
lines, 308 317
terminology, 307
types of entities, 306 307
random relay servers, anonymizing
Internet use with, 79
ranking, search, 91
ransomware, 386
Rarible.com (website), 497
RAS (Replenishment At Sea), 296
real estate sites, property record
information at, 140 141
real-time geolocation analysis,
182 184
recommendations, OSINT report, 52
Reddit, 164 165
Reddit Post Analyzer, 165
Reditr, 165
regional Internet registry (IP
addresses), 269
registrars, domain name, 122, 262
reliability of data sources, 44 45
Remote Terminal Unit (RTU), 385
Replenishment At Sea (RAS), 296
reporting, intelligence cycle, 32, 47, 50 54
Reporting Marks, U.S. train, 313
requirements, setting intelligence
gathering, 25
research accounts, using, 74, 85 90
RESET technique, 33 34

reverse image searching, 172 173,175 176,

187, 498

risk assessment, OPSEC step, 73

robots.txt, 262 263

Rolling Stock Identification Number,
U.S. train, 313

Rooznameh Rasmi (Iran s Official
Gazete), 249

routes and schedules, rail lines,
314 317

RTU (Remote Terminal Unit), 385

rug pulls with NFTs, 495

runway number, 327

Russian Federal Tax Registry
(ERGUL), 246

Russian naming conventions, 109

S
SAM (System for Award Management)
(website), 234 239
sanctions, 253 254, 428
sanctions, blacklists, and
designations, 253 255
SAR (Synthetic Aperture Radar),
279 280
SARS (suspicious activity reports), 426
satellite imagery, 9, 278 281
SBIR.gov (website), 224
SCADA (Supervisory Control and Data
Acquisition), 384
schedules, accessing train, 315 316
scoping, Processing and Evaluation
phase, 45
SDN (Specially Designated Nationals)
list, 254
search algorithm, 91
search engine, 91, 92 95
secondary trauma, 16
Secretary of State websites, as research
sources, 135 136
Securities and Exchange Commission
(SEC), 218
security or baseball cards, 69 71
SEDAR (System for Electronic Data
Analysis and Retrieval), 243
Semantic Web (Web 3.0), 10
sentiment analysis, 11
Sentinel Hub, 279
service set identifier (SSID), 413, 419
sextortion, 84
shared web hosting, 271
shareholders, 213, 219 220
shell corporations, 251 253
Sherlock app, 119
ship-to-ship (STS) transfer, 293 297
ship-to-shore communications, 302 305
ShipSpotting.com (website), 276
Shodan.io (website), 65
Shuplak, Oleg (artist), 30 31
signal intelligence (SIGINT)
about, 9, 281 282
dark signals, 284 285
GNSS jamming, 287 288
GNSS meaconing, 288 289
identity manipulation, 287
navigational systems, 282 284
spoofing of signals, 285 287
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Silverman, Craig (author)
Verification Handbook, 187
sim card solution to phone verification, 89
SimilarWeb (website), 92
skill set and qualities for analyst, 3 5
skip tracers, 9
smart contract, for NFTs, 493
SNA (social network analysis), 190
social media intelligence (SOCMINT)
about, 145 148
aircraft tracking, 348
automobile information, 373
collecting social media data, 148 159
associations and interactions on social
media, 151, 153 156
correlating social media
accounts, 149 151
media and metadata of user, 156 158
pivots with social media, 159
continuous community
monitoring, 160 169
best practices when joining a
community, 167 168
gathering information without
joining, 168 169
methods for monitoring
groups, 160 169
critical infrastructure
information, 402 404
digital disclosures and leaks from
organizations, 225 226
image and video analysis, 169 184
impact on intelligence
community, 6, 8 10
LinkedIn information, 403 404
mobile emulators, 85
persona maintenance for research
accounts, 89 90
puppy scam example of, 200 208
research accounts, 74, 85 90
TikTok information, 373, 402 403
Twitter information, 104 105,
188 190, 192 193
verification, 185 200
vessel path history through, 293
visual intelligence disclosures, 276
social network analysis (SNA), 190
Saociety for Worldwide Interbank Financial
Organization (SWIFT), 440 441, 442
sock puppet accounts, 85 90, 164

Solana (SOL), 463
spear phishing attack, 58
special use vehicles, 369 370
Specially Designated Nationals (SDN)
list, 254
Spiderfoot, 46
spoofing
phone numbers, 131 132
ship signals, 285 287
spotters, visual intelligence resources,
275 276,308 309, 345 346, 348
spreadsheets, for documentation, 42, 187
squawk code, aircraft, 327
SSID (service set identifier), 413, 419
state-level public records, 135 138, 139
static IP address, 268
stingray tool, 411
Strategic Rail Network, 306
straw men, 251
Strick, Benjamin (analyst), 169, 192 193
STS (ship-to-ship) transfer, 293 297
subject intelligence
about, 97 106
cryptocurrency, 480 482
digital footprint, 98 102, 116
email of subject, 116 128
account and subject information,
correlating, 117 119
data breaches, 125 128
domain, correlating email with,
120 122,123
Google accounts, 119 120
privacy emails, 124 125
verification of email, 122, 124
in financial intelligence analysis, 438 440
names of subjects, 106 110
NFT analysis based on, 495 499
pattern of life examination, 102 106
phone numbers of subjects,
88 89, 129 132
public records and personal
disclosures, 132 144
reporting development exercise,
32
transportation as a key to, 275
usernames of subjects, 32, 110 116
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